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Copy ... Rights

e This slide set is the ownership of the 6Deploy project via its
partners

e The Powerpoint version of this material may be reused and modified
only with written authorization

e Using part of this material must mention 6Deploy courtesy
e PDF files are available from www.6deploy.org

e Looking for a contact ?

e Mail to : martin.potts@martel-consulting.ch
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Contributions 6Deploy Version

e Main authors:
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e IPv6 Mobhility

e Mobile IPv6 Security Overview

e Mobile IPv6 @ Cisco

e Implementations and Interoperability
e Adhoc networking protocols

e MANET OSPFv3 extensions
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Mobility Overview

e Mobility is much wider than “nomadism”

» Keep the same IP address regardless of the network the equipment
IS connected to:

— reachabillity
— configuration
— real mobility
e Difficult to optimize with IPv4 (RFC 3344 PS)
e Use facility of IPv6: MIPv6 (RFC 3776)
e Network Mobility (NEMO) Basic Support Protocol: RFC3963
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IPv6 Mobility (MIPv6)

e IPv6 mobility relies on:

— New IPv6 features

— The opportunity to deploy a new version of IP
e Goals:

— Offer the direct communication between the mobile node and its
correspondents

— Reduce the number of actors (Foreign Agent (IPv4) no longer
used )

e MIPVv6: RFC 3776
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General Considerations

e A globally unique IPv6 address is assigned to every Mobile Node
(MN): Home Address (HA)

e This address enables the MN identification by its Correspondent
Nodes (CN)

e A MN must be able to communicate with non mobile nodes

e Communications (keep layer 4 connections) have to be maintained
while the MN is moving and connecting to foreign (visited) networks
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Main features/requirements of MIPv6

e CN can:
— Put/get a Binding Update (BU) in/from their Binding Cache
— Learn the position of a mobile node by processing BU options
— Perform direct packet routing toward the MN (Routing Header)

e The MN’s Home Agent must:
— Be a router in the MN’s home network

— Intercept packets which arrive at the MN’s home network and
whose destination address is its HA

— Tunnel (IPv6 encapsulation) those packets directly to the MN
— Do reverse tunneling (MN - CN)
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Mobile Node Addressing

A MN is always reachable on its Home Address

While connecting to foreign networks, a MN always obtains a
temporary address, “the Care-of Address” (CoA) by auto-
configuration:

It receives Router Advertisements providing it with the
prefix(es) of the visited network

e It appends that (those) preflx(es) to its Interface 1D

I\\ invrmnnt

mechanisms
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IPv6 Mobility Module

MIPv6: IETF Model

Home Link
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Mobile IPv6: Key Components
Dl CN, Correspondent Node
7" Destination IP Host in
l’%ﬂ Session with a Mobile Node
=

; HA, Home Agent

Maintains an Association Between £|

the MN'’s “Home” IP Address and

Internet

' Its Care of Address (Loaned
_I Address) on the Foreign Network
, MN |
) MN, Mobile Node

An IP Host that Maintains Network
Connectivity Using Its “Home” IP Address,
Regardless of which Link (or Network) It Is
Connected to
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Mobile IPv6 — a native extension of IPv6

Un-fragmented Packet Example:

IPv6 Header Upper

Hop-by-hop | Dest. Options Routing Authentication | Encapsul. Sec.| Dest. Options Layer
Ext. Header Ext. Header | Ext. Header Ext. Header Ext. Header Ext. Header |Header(s)

ol 1| 2| 3] 4] 5| 6| 7| 8| 9| 10/ 11] 12| 13| 14| 15| 16| 17| 18] 19] 20| 21| 22| 23| 24| 25| 26| 27| 28| 29| 30| 31
Version(4) Traffic class (8) Flow label (20)
Payload length (16) | Nextheader (8 | Hop limit (8)

Source address (128 bits)

Destination address (128 bits)

Take benefit of the IPv6 packet structure as defined in RFC 2460
Create new extension header — Mobility header

Add new Routing Header Type

Add new Destination option
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IPv6 Protocol Extension: Mobility Header

Next Header = TBD

Mobility Header Previous Header

Next Header

 New extension header to be used by MN, HA and CN in all
messaging related to the creation and management of binding

e |IPv6 option header may allow piggybacking of these messages
— Another advantage over IPv4
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Mobility Header

Mobility header type

— Binding Refresh Request Message

— Home Test Init Message (HoTlI)—Home Test Message (HoT)

— Care-of Test Init Message (CoTl)—Care-of Test Message (CoT)

— Binding Update Message (BU)—Binding Acknowledgement
Message (BA)

— Binding Error Message (BE)

Message data field contains mobility options
— Binding refresh advice

— Alternate Care-of Address

— Nonce Indices

— Binding authorization data

Triangular routing does not require all these message, only BU, BA
and BE
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New Option in Destination Option Header

Next Header = 60

Destination Header IPv6 Basic Header

Next Header

e The home address option is carried by the destination option
extension header

e |t is used in a packet sent by a MN while away from home, to
inform the recipient of the MN's home address

— HAO is not a security risk, if mobile is unknown, hosts send a
parameter problem; otherwise contents are verified

e Have to use CoA as source due to RPF
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Type 2 Routing Header

Next Header = 43 \
Routing Header \PvG Bagjc Healey [

- ~ Reuting Header

- -~

-~ Routing Header o~

Next Header

. MIPv6 defines a new routing header variant to allow the packet to be routed directly from a CN to a MN CoA

= MN CoA is inserted into the IPv6 destination address field; once the packet arrives at the care-of address, the MN
retrieves its home address from the routing header, and this is used as the final destination address for the
packet

. The new routing header uses a different type than defined for "regular” IPv6 source routing, enabling firewalls to
apply different rules to source routed packets than to mobile 1Pv6
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MIPv6 — 4 new ICMPv6 Messages

Use of ICMPv6 and Neighbor Discovery makes MIPv6 independent
from the data link layer technology
Two for use in the dynamic home agent address discovery (DHAAD)
mechanism
— Home Agent Address Discovery Request — use of Home Agents
Anycast address of its own home subnet prefix

— Home Agent Address Discovery Reply

T in FAr ranitimhaAarina~ mr\ln I~ nnn": NI vn Pl a)

1y ﬂlf'\A W\I\f\lf'\
VU 1UI 1Cliditiveriily aiid i 100i1ie CO Hiyu LIVIIT TT1ICUI

1anisms.
— Mobile Prefix Solicitation
— Mobile Prefix Advertisement
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iscovery

* Home Agent Address
Discovery Request sent to
Home Agents Anycast
address of its own home
subnet prefix

e Home Agent Address
Discovery Reply

MIPv6 also provides support for multiple HA's, and a limited support for the
reconfiguration of the home network. In these cases, the MN may not know the IP
address of its own HA, and even the home subnet prefixes may change over time.

A mechanism, known as "dynamic home agent address discovery (DHAAD)" allows
a MN to dynamically discover the IP address of a HA on its home link, even when the
MN is away from home.

MN can also learn new information about home subnet prefixes through the
"mobile prefix discovery" mechanism.
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Modifications to Neighbor Discovery

e Modified Router Advertisement Message Format
— Single flag bit indicating HA service
e Modified Prefix Information Option Format
— To allow a router to advertise its global address
e New Advertisement Interval Option Format
e New Home Agent Information Option Format
e Changes to Sending Router Advertisements
— To provide timely movement detection for mobile nodes
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Binding Cache Management

e Every time the MN connects to a foreign network, it sends a Binding
Update (BU):
e Every BU carries a TTL
e A MN caches the list of CNs to which it sent a BU

e The MN may have multiple CoAs, the one sent in the BU to
the HA is called the primary CoA
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Communication with a Mobile Node

e 2 methods:
— Bi-directional Tunneling
e No mobility requirements on CNs
e No visibility of MNs for CNs
e Network load increased
e HA role much reinforced

— Direct Routing
e Much more complex mechanism
e HA role much alleviated
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Bi-directional Tunneling
@ Correspondent Node
S

= IPsrc = CN@
== IPDst = H@
| Feaden Do
IPsrc = HA@
IPDst = CoA.
Mobile Node
[Header]| Data

=S
Q y Home Link

Home Agent




P’
‘%Eé (= pl_gt,.l 6deploy.eu

Bi-directional Tunneling (2)
@ Correspondent Node
S

= IPsrc = H@
== IPDst = CN
| Headen] 0o
IPsrc = CoA
IPDst = HA@
Mobile Node
[Header] Data

=S
Y o—

Home Agent
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IPv6 Mobility Module

Direct Routing

Home Link

BU
IPv6 Header Op. Mobility
Des

Header

BU : Binding Update
BA : Binding Acknowledgement
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Direct Routing: MN - CN

H@, CN@ Data H@-> CN@ | Data
Correspondent Node )
Mobile Node
f[]. Data ~
. N -
= J

CoA, CN@ H@ Data € e _ CoA->CN@ H@ Data
IPv6 header Dest ext IPv6 header Dest ext

(MIP options) (MIP options)
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Direct Routing: CN - MN

CN@ - H@ | Data CN@ - H@ | Data
Correspondent Node )
Mobile Node
f[]. Data ~
= A > «/@
= 27
CN@ > CoA H@ Data P » | CN@ - CoA | H@ Data

IPv6 Header Routing Ext. Hdr (type 2) IPV6 Header Routing Ext. Hdr (ype 2
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Binding Update Authentication

e BU information needs protection and authentication
— Sender authentication
— Data integrity protection
— Replay protection

e Authentication Data sub-option used to carry necessary data
authentication

e IPsec may be used to fulfill all these needs

— MIPV6 iIs seen as a good opportunity to boost IPsec (and IPv6)
deployment
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Mobility Features For IPv6 Hosts

e [For MNs

— To perform IPv6 packet encapsulation/decapsulation

— To send BUs and receive BAs (process the Mobility Header)
— To keep track of BUs sent

e [For CNs

— To be able to process the Mobility Header (Binding Update,
Binding Acknowledge)

— To use the Routing Header (type 2)
— Maintain a Binding Cache
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Mobility Features For IPv6 Routers

e At least one IPv6 router on the Home Link of the MN must be able
to act as a Home Agent

e A Home Agent must:
— Maintain MN’s binding information
— Intercept packets for a MN in a Home Link it is responsible for

— Encapsulate/decapsulate (tunnel) these packets and forward
them to the CoA of the MN



IPv6 Mobility Module
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Mobile IPv6 Security Overview

e MIPv6 RFC 3775/3776 provides a number of security features.

e Protection of Binding Updates both to home agents and
correspondent nodes
— Use of IPSec extension headers, or by the use of the Binding
Authorization Data option. This option employs a binding
management key, Kbm, which can be established through the
return routability procedure.

e Protection of mobile prefix discovery
— Through the use of IPSec extension headers.

e Protection of the mechanisms that MIPv6 uses for transporting data
packets.

— Mechanisms related to transporting payload packets - such as
the Home Address destination option and type 2 routing header
- have been specified in a manner which restricts their use in

attacks.
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Correspondent Node

Arbitrary: No preexisting
Security Association

/

M
CoT

Home Link
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Return Routability
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Verifies the
collocation of the
CoA and the Home
Address
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Security Association
between HA and MN
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o
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Scalable and
stateless

Reverse Tunnel

Secured by IPSec
Requires a preexisting Security Association
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IPSec Technology Primer

QOriginal |IP Layer

AH Protocol (RFC 2402)

| PHDR | Data |

Original IP Layer

IPSec Authenticated session
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Original IP Layer

» IPHDR | AHHDR | Data |

ESP Transport Mode (RFC 2406)

IPSec Encrypted session

| PHDR | Data |

Original IP Layer

IPHDR | Data |

Original IP Layer

| PHDR | Data |

»[ IPHDR [ ESPHDR e IPHDR | Data |
| encrypted |
ESP Tunnel Mode (RFC 2406)
Original 1P Layer
IPHDR | Data |

encrypted

» [New IPHDR] ESPHDR ['PFORT " paa |




6deploy.eu

Binding Updates Protection

e BU/BA to Home Agents MUST be secured through IPSec

—ESP encapsulation of Binding Updates and Acknowledgements between the
mobile node and home agent MUST be supported and MUST be used.

—ESP encapsulation of the Home Test Init and Home Test messages tunneled
between the mobile node and home agent MUST be supported and SHOULD be
used.

—ESP encapsulation of the ICMPv6 messages related to prefix discovery MUST be
supported and SHOULD be used.

—ESP encapsulation of the payload packets tunneled between the mobile node and
home agent MAY be supported and used.

—If multicast group membership control protocols or stateful address
autoconfiguration protocols are supported, payload data protection MUST be
supported for those protocols.
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Mobile Prefix Discovery

e Mobile Node and the Home Agent SHOULD use an IPSec security
association to protect the integrity and authenticity of the Mobile
Prefix Solicitations and Advertisements.

— Both the MNs and the HAs MUST support and SHOULD use the
Encapsulating Security Payload (ESP) header in transport mode
with a non-NULL payload authentication algorithm to provide
data origin authentication, connectionless integrity and optional
anti-replay protection



6deploy.eu

Payload Packets

e Payload packets exchanged with MN can be follow the same protection policy as other
IPv6 hosts

e Specific security measures are defined to protect the specificity of MIPv6
—Home Address destination option
—Routing header
—Tunneling headers

e Home Address Destination Option can only be used when a CN already has a Binding
Cache entry for the given home address.

e Tunnels protection between a MN and HA
—MN verifies that the outer IP address corresponds to its HA.

—HA verifies that the outer IP address corresponds to the current location of the MN
(Binding Updates sent to the home agents are secure).

—HA identifies the MN through the source address of the inner packet. (home
address of the MN)

e For traffic tunneled via the HA, additional IPSec ESP encapsulation MAY be supported
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Mobile IPv6 Terms

® Binding management key (Kbm)
— A binding management key (Kbm) is a key used for authorizing a binding cache
management message (e.g., BU or BA). Return routability provides a way to
create a binding management key.

Cookie

— A cookie is a random number used by a mobile nodes to prevent spoofing by a
bogus correspondent node in the return routability procedure.

Keygen Token
— A keygen token is a number supplied by a correspondent node in the return
routability procedure to enable the mobile node to compute the necessary
binding management key for authorizing a Binding Update.

Nonce

— Nonces are random numbers used internally by the correspondent node in the
creation of keygen tokens related to the return routability procedure. The
nonces are not specific to a mobile node, and are kept secret within the

correspondent node.
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MOBILE IPv6 @ Cli

IPv6 Mobility Module
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Mobile IPv6 @ Cisco

e Home Agent
— In Field Trial since CYO1
— RFC3775 Compliant
— Available from Cisco 10S 12.3(14)T, 12.4 & 12.4T

— Enhanced ACL - routing type filtering capability — future feature
of 12.4T

— Securing MIPV6 is in 12.4(15)T2
e Mobile IPv6 is part of the planned IPv6 rollouts

— http://www.cisco.com/warp/public/732/Tech/ipv6/ipv6 learnabo
ut.shtml

— http://www.cisco.com/warp/public/732/Tech/ipv6/




Mobile IPv6 @

Microsoft
Mobile IPv6 Client

1.1.1.7

Other client sources:
* EImic Systems
e Lancaster Univ.
* Rice University

Cisco 10S
Mobile Networksv6

Cisco

Cisco 10S
Home Agentv6

6deploy.eu

Mobile Networksve (NEMO) —in development

Cisco IOS
Home Agentv6
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Cisco 10S MIPv6 Implementation

e Supported on Cisco 1800, 2600XM, 2691, 2800, 3200, 3640,
3660, 3700, 3800 and 7200 series

— Cisco 10S 12.3(14)T
— Planned on MWAM 3.0
e TAHI

— few aspects from TAHI testing bring resolved
— Dynamic HA Address Discovery, Mobile Prefix Discovery

e Future authentication mechanisms
— MD5 Lightweight authentication
— Cisco authored a draft to IETF
— IPSec support planned in a future stage
e CEF support on the roadmap
e Track NEMO working group
— Develop a plan to bring Mobile Networksv6 to market
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CLI for MIPv6 HA — Global commands

e Router# (config) ipv6 mobile mh-number <0-255>
— Changes the number used in the MIPv6 MH. Default is 62

e Router# (config) ipv6 mobile binding maximum <integer>

— Specifies the maximum number of registration bindings which may be maintained concurrently. By default,
binding maximum is unset indicating unlimited. If the configured number of home agent registrations is
reached or exceeded, subsequent registrations will be refused with the error "Insufficient resources”. No
existing bindings will discarded until their lifetime has expired, even if binding maximum is set to a value
below the current number of such bindings.

e Router# (config) ipv6 mobile binding refresh <seconds>

— Default is 5 minutes (300 seconds).
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CLI for MIPv6 HA — Interface subcommands

e Router# (config-if) ipvé mobile home-agent { create | run }

— Enables home agent operation on the interface. By default, home agent operation is disabled.

— create is used to initialize the home agent feature on the interface, but does not start operation. Interface
level parameters may be configured before operation is commenced.

— run causes home agent operation to commence on the interface. Interface level parameters may be

configured whilst the home agent is in operation.

e Router# (config-if) ipv6 mobile home-agent access <acl>

— Configures a binding update filter using an ACL. When an ACL is configured, all received binding updates
are filtered. This feature may be used to deny home agent services to mobile nodes that have roamed to
particular sub-networks. When the filter blocks a binding update, a binding acknowledgement is returned
with error status "Administratively prohibited". Default is no filter; all binding updates are accepted. Note
that the filter is also applied to Home Agent Address Discovery messages. When blocked, these are silently
discarded. In configuration of the ACL, the src is the CoA and the dst is the HoA.

e Router# (config-if) ipv6 mobile home-agent preference <integer>

— Specifies the value to be use for Preference in the Home Agent Information Option transmitted on the
interface. A value in the range -32768 to +32767 may be specified. By default, a value for Preference of

zero is assumed for home agent operation on this interface.
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CLI for MIPv6 HA — Interface subcommands

e Router# (config-if) ipv6 nd ra-interval <integer> [msec]

— Specifies the interval between sending unsolicited multicast Router Advertisements on this interface. This
command already exists, but the optional sufffix has been introduced to indicate that the interval has been
specified in milliseconds, rather than the default of seconds. This allows specification of the new minimum
value of 0.05 seconds. The interval should be set to a low value on interfaces providing service to visiting
mobile nodes.

e Router# (config-if) ipv6 nd advertise-interval
— Specifies whether an Advertisement Interval option should be transmitted in Router Advertisements. This
option may be used to indicate to a visiting mobile node how frequently it may expect to receive RAs. It

may use this information in its movement detection algorithm.

e Router# (config-if) ipv6e nd prefix <prefix> | default [ [<valid-
lifetime> <preferred-lifetime>] | [at <valid-date> <preferred-
date>] [off-link] [no-rtr-address] [no-autoconfig] ]

— This command already exists and is modified to support the no-rtr-address option. By default all prefixes
configured as addresses on the interface will be advertised in Router Advertisements. This command allows
control over the individual parameters per prefix, including whether the prefix should be advertised or not.
The "default" keyword can be used to set default parameters for all prefixes. A date can be set for prefix
expiry. The valid and preferred lifetimes are counted down in real time. When the expiry date is reached
the prefix will no longer be advertised.
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CLI for MIPv6 HA — Show commands

e Router# show ipv6 interface <interface>
— Ouput extended to include home agent data where and when applicable.

e Router# show ipv6 mobile binding [home-address <prefix>] [care-
of-address <prefix>] [interface <interface>]

— Displays details of all bindings which match all the search criteria. If no parameters are specified, all
bindings are listed.

e Router# show ipv6 mobile globals

— Displays the values of all global configuration parameters associated with MIPv6, and lists the interfaces on

which home agent functionality is currently operating.
e Router# show ipv6 mobile traffic

— Displays counters and other information associated with MIPv6.

» Router# show ipv6 mobile home-agents [<interface> [<prefix>]]

— Displays the Home Agents List for the specified interface or, if none is specified, displays the Home Agents
List for each interface on which the router is acting as a home agent.
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CLI for MIPv6 HA — Clear commands

e Router# clear ipv6 mobile binding [home-address <prefix>] [care-
of-address <prefix>] [interface <interface>]

— Clears all bindings with the mobile nodes which match the
search criteria. E.g.,

— router# clear ipv6 mobile binding
— Clear 27 bindings [confirm]
— Note that when this command

IS
mahilAa nmnAadAa wanll mAat ha 1nfFAr mr\hl +
iMoniie NoGe Wi Not oe INTormea t
longer acting on its behalf.

e Router# clear ipv6 mobile home-agent <interface>

— Clears the Home Agents List on the specified interface. It will be
subsequently reconstructed from received Router
Advertisements.

e Router# clear ipv6 mobile traffic
— Zeros counters associated with MIPv6.

s used to delete bindings, the
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CLI for MIPv6 HA — Debug commands

e Router# debug ipv6 nd
— output modified to include relevant home agent data.

e Router# debug ipv6 mobile {home-agent | registration | correspondent-
node | forwarding}

— Best to turn all on currently.



IPv6 Mobility Module



6deploy.eu

MIPv6 Implementation

e Mobile IPv6 implementations must be referred as
— Mobile Node (MN)
— Home Agent (HA)
— Correspondent Node (CN)
e MIPv6 draft ID is important for interoperability
— Draft ID not always backward compatible
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Known Implementations

e 6Wind

e Cisco — HA

Elmic systems now Treck Inc. www.treck.com
—http://www.elmic.com/pdf/MobilelPv6 _data.pdf

Ericsson

HP — HP-UX (HA, CN) and Tru64 (HA, CN)

Keio University (Wide) — HA, MN, CN and IPsec (no IKE)

Microsoft Window XP, Vista

Mobile IP v4 and v6 implementation http://www.mip4.org/2004/implementations/
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Known Implementations

e NEC — MN, HA, CN and IPsec

e Nokia — MN, HA, CN

e Samsung — MN, CN

e Siemens

e SUN-CN

e University of Helsinski (Linux) — MN, CN
—http://www.mipl.mediapoli.com

e O6NET MIPv6 implementation survey

—http://www.6net.org/publications/deliverables/D4.1.1.pdf
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Interoperability

e Connecthaton
— http://www.connectathon.org/
e Test suites
— TAHI, UNH
e Previous testing required similar ID compliancy
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Cisco 10S Mobile Networks Delivers....

e Always-on IP connectivity for entire LAN segments

e Subnets are mobile without devices on those subnets being aware
e Mobile Router (MR) is in effect a Mobile IP Client

e Unconstrained by location

e Transport independent

e Robust roaming connections
e Transparent to applications
e Transparent to end devices
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Vertical Market Applications

sl o, W Public Services
‘4 ”‘h

e Emergency services

e Police

e Fire Fighters

Armed Services

e Military: Army, Navy, Marines,
NATO, UK DoD, etc.

Commercial Markets

e Darlranao daliviarv floatce
1 MUI\MH\J Uil veol |} A ) & )

Trucking

Rental fleets
Consumer Automotive _
e Telematics

e Infotainment
e Railroads
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Cisco Mobile Networks

e Available Today on IPv4

e Mobile router feature set on 12.2(4)T and above
e Cisco 2800 to 7600 series

e Cisco MAR 3200 series

e Basic Mobile Router IPv6
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Mobile Networks IPv6: Roaming Scheme

IPV6 - s \
Mobile network §e IPV6
@ 7 Home Network
\ Roamm /

PV6 \ ,1PV6
Mobile router _’ Home Agent
6to4 gateway

Ga'feway

Mobile IPV6 router roaming into a V4 or V6 network

IPV6
Mobile network@ @ IPV6
'ITLI’U_ v Home Network
=
o IPV6
Mobile router Home Agent

Ideal topology
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w Networks in Motion
| o @

L
Next intment:
Cisco China

Toll or Gaz
Station’s
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References

e |ETF Working Group URL

— http://www.ietf.org/html.charters/mip6-charter.html
e Mobile IP for IPv6

— http://www.ietf.org/rfc/rfc3775.txt
e Fast Handover for MIPv6

— http://www.ietf.org/internet-drafts/draft-ietf-mobileip-fast-mipv6-07.txt
e Using IPsec to protect MIPv6

— http://www.ietf.org/rfc/rfc3776.txt
e Hierarchical MIPv6 mobility management

— http://www.ietf.org/internet-drafts/draft-ietf-mobileip-hmipv6-08.txt
e Mobile IP implementations for v4 and v6

— http://www.mip4.org/2004/implementations/
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MIPv6 Devices

e Home Agent
— Cisco 2821
— 10S 12.3(14)T1
e Nodel (laptop): WinXP SP1 — MIPv6 Tech Preview
— HoA: 2006:1::20D:60FF:FEFA:E15B
— CoA: 2006:151:3:0:20D:60FF:FEFA:E15B
e Node2 (Server3): WinXP SP1 — MIPv6 Tech Preview
— HoA: 2006:1::20C:29FF:FEB9:8D7C
— CoA: 2006:151:2:0:20C:29FF:FEB9:8D7C
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Topology — Without Optimized Routing

-~ 5
Node2 B?, -

At Home e |
HoA: 2006:1::yyy/64 = :

MN — Nodel
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Topology — With Optimized Routing
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HA — Configuration

1Ipv6 mobile home-agent

I

interface GigabitEthernet0/0
description ==== Vers le Campus ===
Ip address 10.151.1.7 255.255.255.0
duplex auto

speed auto

1Ipv6 address 2006:1::7/64

ipv6 mobile home-agent preference 1
1Ipv6 mobile home-agent

1Ipv6 ospf 200 area O
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R7#sh 1pv6 mobile globals
Mobile IPv6 Global Settings:

1 Home Agent service on following interfaces:
GigabitEthernet0/0

Bindings:
Maximum number is unlimited.
1 bindings are in use
1 bindings peak
Binding lifetime permitted is 262140 seconds
Recommended refresh time i1s 300 seconds

R7#

R7#sh 1pv6 mobile home-agents
Home Agent information for GigabitEthernet0/0
Configured:
FEB0: :20F:35FF:FE2D:-38C9
preference 1 lifetime 1800
global address 2006:1::7/64
No Discovered Home Agents

R7#
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HA Display — Current Bindings

R7#sh 1pv6 mobile binding
Mobile IPv6 Binding Cache Entries:

2006:1::20C:29FF:FEB9:8D7C ¢ Node2
link local address FE80::20C:29FF:FEB9:8D7C

via care-of address 2006:151:2:0:20C:29FF:FEB9:8D7C
home-agent 2006:1::7

state ACTIVE, sequence 4, flags AHLk
lifetime: remaining 40 (secs), granted 60 (secs), requested 60 (secs)
interface GigabitEthernet0/0
17 tunneled, 17 reversed tunneled
2006:1: - 20D - 60FF - FEFA-E15B <4 Nodel
link local address FE80::20D:60FF:FEFA:E15B

via care-of address 2006:151:3:0:20D:60FF:FEFA:-E15B
home-agent 2006:1::7

state ACTIVE, sequence 29, flags AHLk
lifetime: remaining 16 (secs), granted 60 (secs), requested 60 (secs)
interface GigabitEthernet0/0

18 tunneled, 29 reversed tunneled
Selection matched 2 bindings
R7#
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HA — deb ipv6 mobile forwarding
Ping from Nodel (on R3) to R2 loopO0

R7#

*Apr 20 16:46:24 UTC: MIPv6 tunnel: IPv6/1Pv6 to decaps
2006:151:3:0:20D:60FF:FEFA:E15B->2006:1::7 (1en=80 ttl=61)
*Apr 20 16:46:24 UTC: MIPv6-Fwd: Tunneled packet

*Apr 20 16:46:24 UTC: from 2006:151::2
*Apr 20 16:46:24 UTC: to 2006:1::20D:60FF:-FEFA-E15B
*Apr 20 16:46:24 UTC: using COA 2006:151:3:0:20D:60FF:FEFA-E15B

*Apr 20 16:46:25 UTC: MIPv6 tunnel: IPv6/1Pv6 to decaps
2006:151:3:0:20D:60FF:FEFA:E15B->2006:1::7 (1en=80 ttl=61)
*Apr 20 16:46:30 UTC: MIPv6 tunnel: IPv6/1Pv6 to decaps
2006:151:3:0:20D:60FF:FEFA:E15B->2006:1::7 (1en=80 ttl=61)
*Apr 20 16:46:30 UTC: MIPv6-Fwd: Tunneled packet

*Apr 20 16:46:30 UTC: from 2006:151::2
*Apr 20 16:46:30 UTC: to 2006:1::20D:60FF:-FEFA-E15B
*Apr 20 16:46:30 UTC: using COA 2006:151:3:0:20D:60FF:FEFA-E15B

*Apr 20 16:46:31 UTC: MIPv6 tunnel: IPv6/1Pv6 to decaps
2006:151:3:0:20D:60FF:FEFA:E15B->2006:1::7 (1en=80 ttl=61)
*Apr 20 16:46:45 UTC: MIPv6 tunnel: IPv6/1Pv6 to decaps
2006:151:3:0:20D:60FF:FEFA:E15B->2006:1::7 (1en=80 ttl=61)
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HA — deb ipv6 mobile forwarding
Ping from server2 to Nodel (on R3)

*Apr 20 17:08:35 UTC: MIPv6-Fwd: Tunneled packet

*Apr 20 17:08:35 UTC: from 2006:1::202:55FF:FEB7:ACC3
*Apr 20 17:08:35 UTC: to 2006:1::20D:60FF:-FEFA-E15B
*Apr 20 17:08:35 UTC: using COA 2006:151:3:0:20D:60FF:FEFA-E15B

*Apr 20 17:08:35 UTC: MIPv6 tunnel: IPv6/1Pv6 to decaps
2006:151:3:0:20D:60FF:FEFA:E15B->2006:1::7 (len=104 ttl=61)
*Apr 20 17:08:38 UTC: MIPv6-Fwd: Tunneled packet

*Apr 20 17:08:38 UTC: from 2006:1::202:55FF:FEB7:ACC3
*Apr 20 17:08:38 UTC: to 2006:1::20D:60FF:-FEFA-E15B
*Apr 20 17:08:38 UTC: using COA 2006:151:3:0:20D:60FF:FEFA-E15B

*Apr 20 17:08:38 UTC: MIPv6 tunnel: IPv6/1Pv6 to decaps
2006:151:3:0:20D:60FF:FEFA:E15B->2006:1::7 (len=104 ttl=61)
*Apr 20 17:08:41 UTC: MIPv6-Fwd: Tunneled packet

*Apr 20 17:08:41 UTC: from 2006:1::202:55FF:FEB7:ACC3
*Apr 20 17:08:41 UTC: to 2006:1::20D:60FF:-FEFA-E15B
*Apr 20 17:08:41 UTC: using COA 2006:151:3:0:20D:60FF:FEFA-E15B

*Apr 20 17:08:41 UTC: MIPv6 tunnel: IPv6/1Pv6 to decaps
2006:151:3:0:20D:60FF:FEFA:E15B->2006:1::7 (len=104 ttl=61)
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HA — deb ipv6 mobile forwarding

nina nadel1 to node?

*Apr 21 14:54:55 UTC: MIPv6-Fwd: Tunneled packet

*Apr 21 14:54:55 UTC: from 2006:151:2:0:20C:29FF:FEB9:8D7C
*Apr 21 14:54:55 UTC: to 2006:1::20D:60FF:FEFA-E15B
*Apr 21 14:54:55 UTC: using COA 2006:151:3:0:20D:60FF:FEFA:E15B

*Apr 21 14:54:55 UTC: MIPv6 tunnel: IPv6/1Pv6 to decaps
2006:151:3:0:20D:60FF:FEFA:E15B->2006:1::7 (len=96 ttl=61)
*Apr 21 14:55:12 UTC: MIPv6-Fwd: Tunneled packet

*Apr 21 14:55:12 UTC: from 2006:151:3:0:20D:60FF:FEFA-E15B
*Apr 21 14:55:12 UTC: to 2006:1::20C:29FF:FEB9:8D7C
*Apr 21 14:55:12 UTC: using COA 2006:151:2:0:20C:29FF:FEB9:8D7C

*Apr 21 14:55:12 UTC: MIPv6 tunnel: IPv6/1Pv6 to decaps
2006:151:3:0:20D:60FF:FEFA:E15B->2006:1::7 (len=56 ttl=61)
*Apr 21 14:55:12 UTC: MIPv6-Fwd: Tunneled packet

*Apr 21 14:55:12 UTC: from 2006:1::20D:60FF:FEFA:E15B
*Apr 21 14:55:12 UTC: to 2006:1::20C:29FF:FEB9:8D7C
*Apr 21 14:55:12 UTC: using COA 2006:151:2:0:20C:29FF:FEB9:8D7C

*Apr 21 14:55:12 UTC: MIPv6 tunnel: IPv6/1Pv6 to decaps
2006:151:2:0:20C:29FF:FEB9:8D7C->2006:1::7 (len=64 ttl=61)

*Apr 21 14:55:12 UTC: MIPv6 tunnel: IPv6/1Pv6 to decaps
2006:151:2:0:20C:29FF:FEB9:8D7C->2006:1::7 (len=64 ttl=61)

*Apr 21 14:55:12 UTC: MIPv6-Fwd: Tunneled packet

*Apr 21 14:55:12 UTC: from 2006:1::20C:29FF:FEB9:8D7C

*Apr 21 14:55:12 UTC: to 2006:1::20D:60FF:FEFA-E15B

*Apr 21 14:55:12 UTC: using COA 2006:151:3:0:20D:60FF:FEFA:E15B




WinXP MIPve Commands

Disabling IPSec (Cisco doesn’t support IPSec yet)
C:\> 1pv6 gpu MIPv6Security off

Manual HA Configuration
C:\> 1pv6 hau <HoOA> <HA>

[Optional] Route Optimization off
C:\> 1pv6 gpu MIPv6RouteOptimize no

Display MIPv6 Home Agent Configuration
C:\> 1pv6 ha

Display MIPv6 Binding Updates
C:\> 1pv6 bu

Display MIPv6 Binding Cache
C:\> 1pv6 bc
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. HA config & Parameters

F:\Documents and Settings\fefe>ipv6 ha
Home Address: 2006:1::20d:60ff:fefa:el5b
Home Agent: 2006:1::7
ESPTunnelSPI: O
ESPTunnelSPD: O

F:\Documents and Settings\fefe>
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Nodel : Binding update

F:\Documents and Settings\fefe>ipv6 bu
Home Address: 2006:1::20d:60ff:fefa-el5b
Host: 2006:1::7
CoA : 6/2006:151:3:0:20d:60fFfF:fefa-elbb < Nodel
Expires :© 47s
Comments : HOME_AGENT
RRState : NO_RR ACTIVE

F:\Documents and Settings\fefe>
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Nodel: Ping to HOA of Node2 (2006:1::20c:29ff:feb9:8d7c)

F:\Documents and Settings\fefe>ping6 -t 2006:1::20c:29ff:feb9:8d7c

Envoi d"une requéte "Ping® 2006:1::20c:29ff:feb9:8d7c
a partir de 2006:1::20d:60ff:fefa-el5b avec 32 octets de données :

Réponse de 2006:1::20c:29ff:feb9:8d7c : octets
Réponse de 2006:1::20c:29ff:feb9:8d7c : octets

= 32 temps=7 ms
= 32 temps=7 ms
Statistiques de Ping pour 2006:1::20c:29ff:feb9:8d7c :

Paquets : envoyés = 2, recus = 2, perdus = 0 (0% de perte),
Durée approximative des boucles en millisecondes :

Minimum = 7ms, maximum = 7ms, moyenne = 7ms
ctri+C
~C




Nodel: BU during ping to Node?2

F:\Documents and Settings\fefe>ipv6 bu
Home Address: 2006:1::20d:60ff:fefa:el5b
Host: 2006:1::20c:29ff:feb9:8d7c =

CoA - 6/2006:151:3:0:20d:60ff:-fefa-el5b
Expires - 27s
BU Rexmits o 2

RRState : AWAIT_ACK SEND_BU

Host: 2006:1::7 <

CoA - 6/2006:151:3:0:20d:60ff:fefa-el5b
Expires - 39s

Comments : HOME_ AGENT

RRState : NO_RR ACTIVE

6deploy.eu

HoA Node2

HA
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Nodel: Binding Cache during ping to MN2

F:\Documents and Settings\fefe>ipv6 bc
home: 2006:1::20c:29ff:feb9:8d7Cc « HoA Node?2
c/o0: 2006:151:2:0:20c:29FF:feb9:8d7c

seq: 50 Lifetime: 14s CoA Node2
RRState : ACTIVE
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Nodel: CoA Care-of address

F:\Documents and Settings\fefe>ipv6 1T 6
Interface 6: Ethernet: Connexion au réseau local

Guid {7FOA41C9-F7DC-462D-9212-9EB81B88F96A}

zones: link 6 site 2

Firewall disabled

uses Neirghbor Discovery

uses Router Discovery

media reconnect flushes stale auto-configured state after 1500ms

does not heuristically flush stale auto-configured state

link-layer address: 00-0d-60-fa-el-5b
preferred global 2006:151:3:0:20d:60ff:fefa:el5b, life 2m52s/72s (public)
preferred link-local fe80::20d:60ff:fefa:el5b, life infinite
multicast interface-local ff0l::1, 1 refs, not reportable
multicast link-local ff02::1, 1 refs, not reportable
multicast link-local ff02::1:fffa:el5b, 2 refs, last reporter

link MTU 1500 (true link MTU 1500)

current hop limit 64

reachable time 43500ms (base 30000ms)

retransmission interval 1000ms

DAD transmits 1
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Nodel : HOA home Link address
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F:\Documents and Settings\fefe>ipv6 if 4
Interface 4: MIPv6 Pseudo-Interface
Guid {BADE68B3-9FC9-5E9E-6285-D4F8E3E476DD}
zones: link 4 site 3
Firewall disabled
does not use Neighbor Discovery
does not use Router Discovery
media reconnect flushes stale auto-configured state after 1500ms
does not heuristically flush stale auto-configured state
preferred global 2006:1::20d:60ff:fefa:el5b, life infinite (manual)
link MTU 1280 (true link MTU 65515)
current hop limit 128
reachable time 43000ms (base 30000ms)
retransmission interval 1000ms
DAD transmits O
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Node2 — IPv6 CoA Address

C:\JMB>1pv6 1f 5
Interface 5: Ethernet: Connexion au reseau local
Guid {CCBD611D-5624-4FB2-8496-EE8B99CE7B38%}
Firewall disabled
uses Neighbor Discovery
uses Router Discovery
media reconnect flushes stale auto-configured state after 1500ms
does not heuristically flush stale auto-configured state
link-layer address: 00-0c-29-b9-8d-7c
preferred global 2006:151:2:0:20c:29ff:feb9:8d7c, life 4m49s/89s (public)
preferred link-local te80::20c:29ff:feb9:8d7c, life infinite
multicast interface-local ffOl::1, 1 refs, not reportable
multicast link-local ff02::1, 1 refs, not reportable
multicast link-local ff02::1:ffb9:8d7c, 2 refs, last reporter
link MTU 1500 (true link MTU 1500)
current hop limit 64
reachable time 16500ms (base 30000ms)
retransmission interval 1000ms
DAD transmits 1

C:\JMB>
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Node2 — MIPv6 IPSec is ON by default

C:\JMB>1pv6 hau 2006:1::20c:29ff:feb9:8d7c 2006:1::7

Home address update error: 57

Note: Check that host is i1n mobile mode (ipv6 gpu MobilityMode [ MN | MN CN ]).
Note: SPI must indicate valid inbound ESP tunnel SPI1 used by HA for tunnelling to
MN .

Note: SPD must indicate valid IPSec SPD entry on MN for ESP tunnel from HA.

C:\JMB>
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Disabling IPv6 IPSec

e Microsoft has provided a means of disabling the use of IPSec in the
stack via the MIPv6Security global parameter.

e |If security iIs disabled by the command:
— 1pv6 gpu MIPv6Security off

e Then no authentication is performed on home bindings, and
(reverse) tunnelling is done without IPSec leaving the Return
Routabllity protocol is vulnerable to monitoring on a mobile node’s

foreign network
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C:\JMB>1pv6 gpu MIPv6Security off

C:\JMB>ipv6 gp
DefaultCurHopLimit = 128
UseAnonymousAddresses = no
MaxAnonDADAttempts = 5
MaxAnonLifetime = 7d/24h
AnonRegenerateTime = 5s
MaxAnonRandomTime = 10m
AnonRandomTime = 2m47s
NeighborCacheLimit = 256
RouteCacheLimit = 32
BindingCacheLimit = 32
ReassemblyLimit = 1568640
MIPv6Security = off
MIPv6Mode = MN CN
MIPv6RouteOptimize = yes
MIPv6Kcninterval = 30s
MIPv6KcnGenerations = 8
MIPv6HomeBindingLife = 60s
MIPVv6RRBindingLife = 30s
MIPVGErrorTimeout = 5s
MIPv6HomeAgentPreference = 1
MIPv6SendMobi lePrefixAdvertisements = yes
MIPv6InitialBindackTimeoutFirstReg = 1500ms

C:\JMB>h
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Node2 — HA Manual Configuration

C:\JMB>1pv6 hau 2006:1::20c:29ff:feb9:8d7c 2006:1::7
Note: Due to MIPv6 dependency on IPSec for

ESP tunnelling both IPSec and MIPv6 Home

Addresses must be reconfigured, in that order,

after every reboot.

C:\Documents and Settings\JMB>

C:\JMB>1pv6 ha

Home Address: 2006:1::20c:29ff:feb9:8d7c
Home Agent: 2006:1::7
ESPTunnelSPI: O
ESPTunnelSPD: O

C:\JMB>
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Node2 — Binding Updates
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C:\>i1pv6 bu
Home Address: 2006:1::20c:29ff:feb9:8d7c
Host: 2006:1::20d:60ff:fefa:el5b
CoA - 5/2006:151:2:0:20c:29ff:feb9:8d7c
Expires : 3s
RRState : ACTIVE
TunnelBypasslindex: 2

Host: 2006:1::7
CoA - 5/2006:151:2:0:20c:29ff:feb9:8d7c
Expires : 57s
Comments : HOME AGENT
RRState : NO RR ACTIVE
C:\>
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IPv6 Mobility Module

Topology — Internet Access
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WinXP - MN
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4. 854010 : 2006:1::20C:20FT:T ICMPvE Echo request _J
5 4. 5904704 T Echo reply
6 4.904737 2006:1::20c:209FF:F Home Test Init
7 4.,904755  2006:1951:3:0:20d:6 2006:1::20C:29FF:F MIPve Care-of Test Init
8 4.906517 2006:1::20c:29FF:f 2006:1::20d:60FF:f MIPvE Home Test Init hd
5 ELCTIETTIEL 1I'1, L) T » T TE W =R [l T, T . EL T 3
< Internet Protocol wersion &
version: 6
Traffic class: 0Ox00
Flowlabel: 0x00000
Payload length: 8O
Mext header: IPvE (0x29)
Hop Timit: &0
source address: 2006:1::7 < f1/\
pestination address: 2006:151:3:0:20d:60FF:Fefaielih CoA MN1
= Internet Protocol wersion &
version: 6
Traffic class: 0x00
Flowlabel: 0x00000
Fayload Tength: 40
Mext header: ICMPVE (Ox3a)
Hop Timit: &3
SDEFCE address: 2006:1::20c:20fFf:Feho:8d7c < +10/\ “APJ2
Cestination address: 2006:1::z20d:60ff:fefa:elsh < f10/\ hﬂpql
= Internet Control Message Protocol wé
Type: 129 (Echo reply)
Code: 0
Checksum: 0x97e8 (correct)
ID: Qx0Qod
Seguence: OxQ05e
Data (32 bhytes) =
o000 00 od 60 fa el Sh 00 OF 50 Se F9 00 86 dd &0 00 v e Le. PAYOLLTL E
0010 00 Q0 00 30 29 3c 20 06 00 0L OO0 OO0 OO0 QO 00 00 WP L
0020 00 00 00 00 00 07 20 06 01 51 00 03 00 00 02 0od  ...... R o P -
noz0 60 ff fe fa el Sh 60 00 00 00 00 28 2a 3F 20 06 R I S

0040 00 01 00 00 00 00 02 O0c 29 FF fe b9 8d Fc 20 06 ........ Jeaen
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B DE xR Qe DFLE QQAQ BPDEX O

o apply |

LI + Expression. .. %Qear

| Source | Destination

| Protocol | Info |

f:f 2

ac

151:3:0:

2006 :

L0657

s:20c:20FF:f MIPWG
2006:1::20c:20FF:f 2006:1::20d:60FF:f MIPVE Home Test Init

2006:1:20d:60FF:F 2006:1::20cC:29FT: T ICMPVE Echo request
t1l:: : : l::zod:e0ff:f I1CMPYe Echa reply

Home Test Init
Care-of Test Init

ITICET TITEDT FI OO T WEI S TOm 0T
version: &
Traffic class: 0Ox00
Flowlabel: 0x00000
Payload length: 56
Mext header: IPvG (0x297

Hop Timit: &4 <+ CoA MN1
source address: 2006:151:3:0:20d:60Ff :fefa 485k }{f\
Destination address: 2006:1::7

<= Internet Protocol wversion &
version: &
Traffic class: 0Ox00
Flowlabel: 0x00000
Payload Tength: 16
Neit header? Mobile IPvG [(0x87) < F10/\ hﬂpdl
Hop Timit: &4 P
source address: 2006:1::20d:60ff:fefa:elsh - F1O/\ NAPJZ
Destination address: 2006:1::20c:29FF:fekh9:8d7c

= Mohile IPwE
Payload protocol: IPWGE no next header (0x3b)
Header Tength: 1 (16 bytes)
mMobiTity Header Type: Home Test Init (1)
Reserved: 0x00
Checksum: 0Oxa4d7

= Home Test Init
Home Init Cookie: Ox94c54clddbh3?i6c2
Q000 00 OF 50 S5e ¥9 00 00 Od &l fa 1 5b 86 dd &0 OO0 P, | [
AOF A AR AN AN 2R OP0 A0 20 NA 0 AT BT nt N AN AN NP ond T P

LI

Ll Lo

/]
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Care-of test Init

& traces_71_05_2005_v2 - Ethereal

File Edit Wiew Go Capture Analvze  Stakistics  Help

B BDEx®E8 Qe DT L Q@ BPOhHEX O
@Eilter: ;I +§xpression... %@gear

Mo, - | Time | Source | Deskination I Protocal I Info

W Apply |

4 4.894010 Z2006:1::20d:60ff:T Z006:1::20C:29Ff:f ICMPwe Echo reguest
5 4.904704  Z2006:1::20c:29TF:if 2006:1:: :f ICMPwE Echo reply
5 t1l:: : t1l:: :f MIPvE Home Test Init

Zare—-of Test IATT
Home Test Init

it MIPWVE
f MIPvE

i |

2 2006:1::20c:29fF:
I Frame 7 (70 bytes on wire, 70 bytes captured)
 Ethernet II, srec: 00:0d:60:fa:el:sh, Dst: 00:07:50:52:79:00
- Internet Protocol version &

version: &

Traffic class: 0Ox00

FlowTlakel: 0x0QQ00

Payload length: 16

Mext header: mobile IPwe (OxBF)

Hop Timit: &4 P
source address: 2006:151:3:0:20d:60fF:fefa:elsh « (:0/\ hﬂpdl
Destination address: 2006:1::20c:29ff:feb9:8d7c < HoA MN2

= Mohile IPVES

Payload protocol: IPwE no next header (0x3b)
Header Tength: 1 (16 bytes)
Mobility Header Type: Care-of Test Init (2]
Resarved: 0x00
Checksum: 0xc936

= Care-of Test Init

Care-of Init Cookie: OxB0efaf7ec3licEas

o000 00 OF 50 S5e Y9 00 00 od &0 fa el 5b 86 dd 80 00 LTI

o0lo 00 00 00 10 87 40 20 06 01 51 00 03 00 00 02 od ..., = S o

oozZo B0 £Ff fe fa el 5b 20 06 00 01 00 00 OO0 OO0 02 0Oc ) [ . ..
|

D030 20 F fe bo 8d 7c b 0L 02 00 <% 26 00 00 80 =F  ....
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Home test

@& traces_2?1_05_ 2005 _vZ - Fthereal

File Edit “iew Go Capture Analyze Statistics Help

B DEx®@8 Qe DFLE QA BDOEX O
@3 Eieer: LI b Expression... | Y Clear

apply |

Mo, | Time - | Source | Deskination | Protocal | Info |
8 4 90651? 2006 1 20c ZQFF i 2006 1 r2odeoff:f MIPve Home Test Init

! : 2 : ' Sttt MIPwG Home Test
10 4 90?&99 ZOGG 151 2.0.20c 2 2006 1: .20d S0fFf:f MIPvE Care-of Test Init

CINEI

version: &

Traffic class: Q<00
Flowlabel: 0x00000
Payload length: &4

Mext header: IPvH (Ox29)
Hop Timit: &84

source address: 2006:15%1:3:0:20d:60Ff:fefa:elsh < (:le‘hﬂpdl
Destination address: 2006:1::7 -« HA
= Internet Protoco] wersion &
version: 6
Traffic class: Ox00
Flowlabel: 0x0Q000
Payload Tength: 24
Mext header: Mmobile IPwE (0Ox87)
Hop Timit: &4 «— HoA MN1
source address: zooa:l::zod:g0ffT:Tefaielsh
pestination address: 2006:1::20c:29FF :Feh9:8d7C < F10/\ hﬂpdz

= Mohile IPvE
Payload protocol: IPve no next header (0x3k)
Header Tength: 2 (24 hbytes)
Mobility Header Type: Home Test (30
Reserved: Ox00
Checksum: 0xc5%85
= HOme Test
Home MWonce Index: 167
Home Init Cookie: Ox6f9aes279l24739%9
Home Keygen Token: 0xc43641d828873268

QoO0 00 OF 50 S5e 79 00 00 Od &0 fa 21 5b 86 dd 60 00 ..Pﬁx... N I
Nl n NN A0 AN AN 20 40 20 0A 0 a1 51 a0 AT a0 an n? oo e

vl ]
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& traces_21_05_2005 w2 - Ethereal

File Edit Wiew Go Capture Analvze  3Statistics  Help

B BDEH xRS Res DF L2 QQEQ BOHHEX O
@Eilter: LI +Expression... %gear

Mo, | Time - I Source | Destination I Praotaocal | Infa
11 4.907130 2006:1::20d:60ff:f 2006:151:2:0:20c:2 MIPVE Care-of Test
12 4.915479  2006:1::20c:20FF:F 2006:1::20d:60FF:f MIPvE Home Test
15 4.9 2006 O+ :+ 2008:151:3 20d:6 MIPVE -

o apply

I Frame 13 (78 bytes on wire, 78 bytes captured)
p Ethernet II, Src: 00:07:50:5e:79:00, Dst: 00:0d:60:fa:el:sh
= Internet Protocol wversion &

version: 6

Traffic class: O0xQ0

Flowlabhel: 0x0Q0000

Payload length: 24

Mext header: mobile IPvae (0x87)

Hop Timit: &0
Source address: 2006:1;::20c:20fF:Ffeb9:8d7c < F10/\ hﬂPd2
pestination address;: 2006:151:3:0:20d:607T:Tefa:ielibh <« (:0/\ MN1

= Mobile IPvEa

Payload protocol: IPwE no next header (Ox3b)

Header Tength: 2 (24 bytes)

MobiTity Header Type: Care-of Test (42

rReserved: 0Ox00

Checksum: Oxec3h

= Care-of Test

Care-of Nonce Index: 62
Care-of Init Cookie: O0xBO0efafrec3l5cBas
Home kKewgen Token: OxSdcc83a7f3adchol

ooo0 00 od &0 fa el S5hb 00 OF 50 52 79 00 86 dd &0 00 we o Le. PAWLOLLT
0010 Q0 00 00 18 87 3cC Z20 0o 00 01 Q0 Q0 00 00 02 O0C 0 ..... Coh i i e
ooz0 29 ff fe he 8d 7c 20 06 01 51 00 03 00 00 02 od D P [ o P
o030 a0 ff fe fa el 5bh 3b 02 04 00 ec 3b 00 32 80 ef T -

o040 af Fe <3 15 <8 a6 9d < 83 a7 3 ad <5 9l e e ee e -l
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6deploy.eu

File Edit Wew Go Capture Analvze  Statistics  Help

) DEHx@®E8 Qe DFE QQ@Q BPDHE X O

#'ﬂmhl

@Eﬂte” LI + Expression... “@gear

| Mo, | Time - | Protocol | Info

14 4.91581la :l5l:3:0:20d: L 20c 29T MmIPYE Blnding Update

ME E N7E T M = pAT S e E RN T o

. 0 A_MNANI1
Source address: 2006:151:3:0:20d:60fF:fefa:elsh CUA TVIINLL
Destination address: 2006:1::20C:25FF:febk:8d7c f{O/\ hﬂPdZ
= Destination option Header
Mext header: Mobile IPve (0xX87)
Length: 2 (24 bytes)
Paci: 4 bytes
option Type: 201 (0xc%) - Home address Ooption

&
<

option Length @ 16
Home address : 2006:1::20d:60ff:fefa:elsh (2006:1::20d:60ff :fefa:elfh) « f10/\ hﬂpdl
= Mobile IPwE
Payload protocol: IPWE no next header (0x3h)
Header length: 3 (32 bytes)
Mobility Header Type: Binding Update (52
Reserved: 0x00
Checksum: 0Ox15ah
= Binding Update
Sequence number: 8
1... .... = acknowledge (&) flag: Binding Acknowledgement reguested
o T Home Registration (H) flag: Mo Home Registration
00 ..., = Link-Local compatibility (L) Flag: Mo Link-Local address Compatibility
a0 L. = Key Management Compatibility (K) Flag: Mo Key Management Mobility Compatibility
Lifetime: 3 (12 seconds)
= MobiTity Coptions
= Monce Indices
Home nonce index: &2
Care-of nonce index: &2
- Binding Authorization Data
Authenticator: 0Z2EZDZFFE06CZ4EEBS4503EG

o0 Q0 od 680 fa th 86
3C 40 20 08 . ..
el Sh 20 06 Q0 01 00 00 00 00 02 Oc . e

o-l T~ 27 A7 [l [ I T T T T o R B e B T =4

[+]

[ [«]

] [4]
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@ traces 21 05 2005 vZ - Ethereal

Fil=  Edit Miew Go Capture Analvze  Statistics  Help
1 L] -
B BB x@8 Qe DF LT QY BOHE X T
@Eilter: ;I +§xpression... %gear f Epplvl
Mo. |Time - |Source IDestinatiun |Pr0t0c0l IInFU =l
I Bl:3:0:20di8 MIPVE Eiﬂdﬁﬂa AEkﬂnwledqement :E
o Frame 22 (%4 bytes on wire, 94 bytes captured) :E
p Ethernet II, sSrc: Q0:07:50:52:79:00, Dst: 00:0d:60:fa:el:Sh
- Internet Protocol wversion &
version: @
Traffic class: 0x00
Flowlahel: 0x00000
Payload Tength: 40
Mext header: IPvE routing (Oxzb)
Hop Timit: &1
Source address: 2006:1::7 < f*/\
pestination address: 2006:151:3:0:20d:60FF:fefa:elsh < (:O!\.v..!l
= Routing Header, Type 2
Mext header: Mmobile IPVA (0x87)
Length: 2 (24 bytes)
Type: 2
segments left: 1
Home Address @ 2o06:1::20d:60Ff:fFefa:elsh (2006:1::20d:60ff:fefa:elih) < HoA MN1
= Maohile IFPwS
Payload protocol: IPYE no next header (0Ox3h)
Header length: 1 (16 bytes)
rMobi1ity Header Type: Binding acknowledgement (&)
Resarved: 0x00
Checksum: 0x39a9
< Binding Acknowledgement
Status: Binding Update accepted (00
Qv wue. = KEey Management Compatibility (k) flag: Mo Key Management Mobility Compatibility
Sequence number: 53 —
Lifetime: 15 (60 seconds) B
— racl SIS cee S ol
o000 00 od a0 fa 1 S5h 00 OF 50 Se F9 00 86 dd &0 00 PR [ =TV E
oolo 00 00 00 28 2k 3d 20 08 00 01 00 00 OO0 Q0 00 00 P
o020 00 00 00 00 00 OF 20 08 01 51 00 03 00 00 02 od o o...... I T
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6deploy.eu

B CE x @8 Qe DF L QRAQAQEBEDEX T

@Eilter: LI + Expression. .. “@;gear

#'Emwl

Mo, | Time - | Source | Destination | Praotacal | Infa

T T 1T =L L L ) = e

o g e g .y

JO0a:l 7 2 15102 0dia MIPYe Einding Acknowledgement

- Internet Protocol version &
version: 6
Traffic class: 0x00
Flowlabel: QxQQ000
Payload length: 40
Mext header: IPvE routing (Ox2bl

Hop Timit: &l P HA
source address: 2006:1::7 N
pestination address: 2006:151:3:0:20d:60FF 1 Fefa:elsh < (:0/\ hﬂpdl

= RoOuting Header, Type 2
Mext header: Mobile IPVE (0x87)
Length: 2 (24 bytes)

Type: 2
Segments Teft: 1
Home address : 2006:1::20d:60Ff:fefa:elsh (2006:1::200:60FF:Fefa:elih) <€— HoA MN1

- Mobile IPvG
Payload protocol: IPvE no next header (0x3b)
Header length: 1 (1§ bytes)
mMobility Header Type: Binding Acknowledgement (&)
Reserwved: 0x00
Checksum: 0x39a%
- Binding Acknowledgement
status: Binding Update accepted (00
O... .... = Eey Management Compatibility (k) flag: No Key Management Mobility Compatibility
Sequence number: 53
Lifetime: 15 (60 seconds)
- Mobility options

Padr: 4 bytes
Doo0 00 0d 60 Ta &L 5B 00 07 50 5 v9 00 86 dd 60 00 .. ..l.. Phy... .
0010 00 00 00 28 2h 3d 20 06 00 OL 00 00 Q0 00 00 00  ...(+= . ..%venn.

0020 00 00 Q0 00 00 07 20 06 01 51 00 03 Q00 00 02 od  ...... P o
o030 60 ff fe fa el 5hb 87 02 02 01 00 00 00 00 20 04 B L .

[

D] L«

[ []




6deploy.eu

= traces_21 05 2005 w2 - Ethereal

File Edit ‘Wiew Go Capture pAnakvze  Skakistics  Help
) BE x® 8 Qe DT LE QQQEDOEBEX O
@Eilter: LI +§xpressiun... %,gear \f &pplyl
Mo, Time - Source Destination Protocol | Info =
i 200a:15]li3t0rJadia A006158] 0 facit TCMPva Echo reguest |
22 O 1 2AToA PR Tt S B RN TR s Pt R B o Ta 1= T B RN IR N e T N =Y T(‘hﬂD\rG‘I‘:‘.Tht? o Ty L
P Frame 32 (142 bytes on wire, 142 bytes captured) :E
r Etharnet II, Sroc: 00:0d:60:fa:al:5h, Dst: 00:0F:50:52:709:00
- Internet Protoco]l Version &
version: 6
Traffic class: 0Ox00
Flowlahel: 0x0Q000
Payload Tength: 88
Mext header: IPwE routing (Ox2b]
Hop Timit: &4
source address: 2006:151:3:0:20d:60fF:fefa:elsh < CoA MN1
Destination address: 2006:151:2:0:20c:20Ff :Feb%:8d7 ¢ < (:O/\ hAPJZ
= Routing Header, Type 2
Mext header: IPw6 destination option (Ox3c)
Length: 2 (24 bytes)
Type: 2
Segments Jeft: 1
Home Address : 2006:1::20cC:29FF:feh5:8d7c (2006:1::20c:259FF:Febo:8d7c) f{O/\ hﬂPd2
= Destination Coption Header
Mext header: ICMPwE (0x3a3)
Length: 2 (24 bytes)
PadM: 4 bytes
option Type: 201 (0xc9) - Home address option
option Length @ 16
Home address @ 2006:1::20d:60FF:fefa:elsh (2006:1::20d:60FF :Fefa:elsh) <« HoA MN1
= Internet Control Message Protocol we
Type: 128 (Echo reguest) —
Code: O
Checksum: 0x98ed4 (incorrect, should be O0x963f) -
QOO0 00 OF 50 Se 79 00 00 Od 60 fa el Sk 88 dd &0 00 L PAYL L e La- . E
ool 00 00 00 58 Zb 40 20 08 01 51 00 03 00 00 02 od PRl - R &
o020 60 £ fe fa el Sh 20 06 01 51 00 02 Q0 00 Q02 Jc PR IR o T -
o030 29 TF fe b9 8d 7¢ 3¢ 02 02 01 00 00 OO0 Q0 20 06 B [ .
Qo040 00 0L 00 00 00 00 02 0c 29 ff fe b9 8d 7c 3a 02 L....... D ll
[aTai-Nal (ol [ e T T T T o T e B N T 1= [aTa T [aTa BN ala B ala B ala B o e BN a Tz |
File: braces_21_05_2005_wz2 5272 b | Pra43D: 43 M0 A
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6deploy.eu

=X

) DEx@E Qe DF L2 QQQ BRHEX O

o apply |

@Eilter: LI + Expression. .. %\gear

| Destination |Pr0tocnl |Infn

L 1 bl L = TTLT T = Lﬂl L= =g L=
Oc:5 ICM Echo reply

B Frame 33 (142 bytes on wire, 142 bytes captured)
p Ethernet II, Sre: 00:07:50:52:79:00, Dst: 00:0d:60:fa:el:Sh
- Internet Protocol version 6

version: &

Traffic class: 0x00

Flowlabel: 0xQ0000

Payload Tength: 88

Mext header: IPvG routing (Oxz2h)

Hop T1imit: &0

source address: 2006:151:2:0:20C:29FF:Feb%:8d7c < CoA MN2

Destination address: 2006:151:3:0:20d:607F:fefa:elsh < CoA MIN1
= Routing Header, Type 2

Mext header: IPv& destination option (Ox3C0)

Length: 2 (24 bytes)

Type: 2

Segments left: 1

Home aAddress @ 2006:1::20d:60FF :Ffefa:elsh (2006:1::20d:60ff:fefa:elsh) «
- Destination option Header

Mext header: ICMPwé (0Ox3ad

Length: 2 (24 bytes)

PadM: 4 bytes

option Type: 201 (0xc9) - Home Address option

aption Length @ 16

Home Address @ 2006:1::20c:29FF:Feb9:8d7c (2006:1::20C:25FF:Fab%:8d7c) <4—
= Internet Control Message Protocol wa

Type: 129 (Echa reply)

HoA MN1

HoA MN2

Code: O

Checksum: 0x97ed (incorrect, should be 0xS53F)
0000 00 0d 60 Ta el 5b 00 07 50 5 79 00 86 dd 60 00 .. ..[.. Fry...
D010 00 Q0 Q0 58 2b 3C 20 06 Ol 51 00 02 00 Q0 02 0C  ,..X+< . .CQuvor..

0020 29 ff fe b% Bd 7c 20 06 01 51 00 03 00 00 02 Od I L o
N30 A0 FF Ffa Fa =1 8h 3c 02 02 01 00 00 a0 00 20 06 R .

I+

[+ [41
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File Edit Mew Go Capture Analyze  Stakistics  Help

W BDE xRS Qe DFLEQQ BDHHEX O

o apply |

@Eilter: - I + Expressian... %\gear

Prokacal

Deskination

Source

Echo reply
ko rbbar oA TS - a9 A

version: &

Traffic <class: 0xo00

Flowlabel: 0x000Q00

Payload length: 88

Mext header: IPvwSE routing (OxzZbl

Hop 1imit: &0

Source address: 2006:151:2:0:20c:20FF:febo:gdrc € (:0/\ hAPdl

estination address: 2006:151:3:0:20d:60Ff:fefa:elsh <+ (:0/\ NAPJZ
~ Routing Header, Type 2

Mext header: IPvE destination option (0x3c)

Length: 2 24 bytes)

Type: 2
Segments Jeft: 1
Home address : 2006:1::20d:60FF:Tefa:elsh (2006:1::20d:60FF:fefa:elsh) < F{O/\ hﬂPdZ

- Destination option Header

Mext header: ICMPvE (0x3a)

Length: 2 (24 bytes)

PadM: 4 bytes

option Type: 201 (0x<9) - Home address option

option Length @ 16

Home address @ 2006:1::20C:20FF:Teb9:8d7c (2006:1::20c:20FF :feb9:8d7C) <€— }{0/\ MN1
- Internet Control Message Protocol vé

Type: 129 (Echo reply)

Code: 0

Chacksum: 0xG7Fad (incorrect, should bz 0xGs3F)

ID: OxQ00O0

sequence: Ox0062

Data (32 bytes)

o000 00 Od 80 fa e1 Sh 00 OF 50 %e 79 00 86 dd &0 00 we o L.. PAYLL.
0010 00 00 00 58 2b 3c 20 06 01 51 00 02 00 00 02 OcC L I

0020 29 ff fe b9 8d 7c 20 06 01 51 00 03 00 00 02 od P L o
0030 80 ff fe fa el Sh 3c 02 02 01 00 00 00 OO0 20 05 R I .

[+

L[4

[+ [4]
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B Frame 105 (142 bytes on wire, 142 bytes captured)
p Ethernet II, src: 00:0d:60:fa:el:5h, Dst: 00:07:50:52:7%9:00
< Internet Protocol version &

version: 6

Traffic class: 0x00

Flowlabel: 0x00000

Payload Tength: 88

Mext header: IPwa routing (Uxzh)

Hop Timit: &4

Source address: 2006:151:3:0:20d:60ffF:fefarelsh

Destination address: 2006:151:2:0: 29T :Teht:8d7C
= Routing Header, Type 2

Mext header: IPwE destination option (0x3c)

Length: 2 (24 bytes)

Type: 2

segments Tleft: 1

Home Address @ 2006:1::20c:29ff:feb9:8d7c (2006:1::20C:25FF:fehd:8d7C)
< Destination option Header

Mext header: ICMPvE (0x3a)

Length: 2 (24 bytes)

Padi: 4 bytes

option Type: 201 (0xc%) - Home address option

option Length : 16

Home address @ 2006:1::20d:60FF :fefa:elSh (2006:1::20d:60ffF:fefa:elsh)
= Internet Control Message Protocol v

Type: 128 (Echo reguest)

Code: 0

Checksum: 0x823% (incorrect, should he 0x7f94)

ID: Ox0000

Sequence: 0x170d

Data (32 hytes)

CoA MN1

A

0030 EENEERE ElE sc 02 02 01 00 00 00 00 20 08 .. ... .
o040 00 01 00 00 00 00 02 O0c 29 ff fe b9 8d 7c 3a 02 ........ DI -

aTalua] L SO T B T T T P = e I B R T4 LT T I A T B Ta B e VA B I AT |

0020 TT fe fa el b 01 51 00 02 . . [N B
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Frame 1logo (14 |
b Ethernet II, Qo0 a,
= Internet Protocol version 6
version: &
Traffic class: Ox00
Flowlabel: 0x00000
Payload length: 88
Mext header: IPvE routing (O0x2h)
Hop Timit: &0
Source address: 2006:151:2:0:20c:29ff:feb9:8d7c < COA MN2
pestination address: 2006:151:3:0:20d:680Ff:fefa:elsh < (:O/\ hﬂPdl
= Routing Header, Type 2
Mext header: IPw6 destination option (0x3c)
Length: 2 (24 bytes)
Type: 2
segments Teft: 1
Home Address @ 2006:1::20d:60ff:fefa:elsh (2006:1::20d:60ff:fefa:elsh)
= Destination option Header
Mext header: ICMPvE (0x3a)
Length: 2 (24 bytes)
PadM: A bytes
option Type: 201 (0xc%) - Home Address option
option Length @ 16
Home Address @ 2006:1::20c:29Ff:feb9:8d7c (2006:1::20c:29fF:feb9:8d7C)
= Internet Control Message Protocol wo
Type: 129 (Echo reply)
Code: 0
Checksum: 0x813% (incorrect, should be 0x7e94)
ID: QwQQo0
Sequence: Ox170d
Data (32 bytes)

0000
000

BT




HA with ACL

Configuration Sample :

|

interface GigabitEthernet0/1
description ==== Vers le WAN ===
ip address 10.151.17.7 255.255.255.0
ip nbar protocol-discovery

duplex auto

speed auto

ipv6 address 2006:151:17::7/64
ipv6 traffic-filter MIP in

ipv6 ospf 200 area 0

! CoA MN1

.[SHiIO]
[

ipv6 access-list MIP
deny ipv6 host 2006:151:3:0:20

"60FF:FEFA:E1

CoA MN2

ost 2006:151:2:0:20C:29FF:FEB9:8D7C

deny ipv6 host 2006:151:2:0:20C:29FF:FEB9:8D7C host 2006:151:3:0:20D:60FF:FEFA:E15B

permit ipv6 any any
!

6deploy.eu



6deploy.eu

HA with ACL

R7#sh access-list
IPv6 access list MIP

deny ipv6 host 2006:151:3:0:20D:60FF:FEFA:E15B host
2006:151:2:0:20C:29FF:FEB9:8D7C sequence 10

deny ipv6 host 2006:151:2:0:20C:29FF:FEB9:8D7C host
2006:151:3:0:20D:60FF:FEFA:E15B sequence 20

permit ipv6 any any (162 matches) sequence 30
R7#
R7#
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NEMO NEtwork MObility

IPv6 Mobility Module
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What is NEMO?

“The NEMO Working Group is concerned with managing the mobility of an
entire network, which changes, as a unit, its point of attachment to the
Internet and thus its reachability in the topology. The mobile network
Includes one or more mobile routers (MRs) which connect it to the global
Internet.

A mobile network is assumed to be a leaf network, i.e. it will not carry
transit traffic. However, it could be multihomed, either with a single MR
that has multiple attachments to the internet, or by using multiple MRs

At~ b

'Y PN ~A~ o mmAaAlrilA rmAtiar~ls A FlaA LindA v~ Ad
Liat attaCll uice 1Hoplie 1iIetvwul K WO LUie ITIeiiicL.

Network Mobility (nemo) IETF Working Group Charter
http://www.ietf.org/html.charters/nemo-charter.html
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IPv6 Backbone
Home Agent for MR

Access Router Foatired:

— Local Auto-Configuration
— HA registration

(\(\e\ — Reverse tunnelling
— IPv4 / IPv6 Doors
— ICMP (Path MTU Discovery)
| — DHAAD
Mobile Router — AH authentication header
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Mobile Router: Roamin

IPV6/V4

s, \
Mobile network R X@ ] IPV6/V4
=< I _ y ~7 Home Network
Roaming / /
i / = / . 1PV6

Mobile router \ u P 'Home Agent
-~
N -

Door Gateway

Mobile IPV6 router roaming into a V4 or V6 network

IPV6/V4
Mobhile network

Ll{ | | U Home Network

= IPV6 IPV6
Mobile router Home Agent

Ideal topology



Dynamic Home Agent Address Discovery

Step 1: Each Home Agent receives
Router Advertisement from all the
other HAs on the Home Network
using standard Neighbor Discovery
protocol.

Step2: Each Home Agent maintains
an ordered list of the Current Home
Agents with their lifetime and
preference.

HAl

Home Agent list:
HA 1: lifetime
HA 2 : lifetime

HAS/HEW

6deploy.eu

»
<
EXS
Home Network %
()
3 / HA?2
£ Hom Agent list:
HA L : lifetime
HA/2 : lifetime
3 lifetime

Home Agent |ISt
HA 1 : lifetime
HA 2 : lifetime
HA 3 : lifetime

HA 3
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Dynamic Home Agent Address Discovery

e Step 3: The Mobile Router send a ICMP
Home Agent Discovery Request
message to the Mobile IPv6 Home- Home Agent fist.

HA 1
Agents Anycast address. o @
e Step 4: The first HA to receive the A Sigieting A
message reply with an ICMP Home

Agent Discovery Reply with the list of @
all the Global IP addresses of the Home
Home Network U

Agents in the order of preference. / HA 2

Home Agent list:
HA 1 : lifetime
HA/2 : lifetime

3: lifetime

Home Agent list:
HA 1: lifetime HA 3
HA 2 : lifetime
HA 3 : lifetime
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Dynamic Home Agent Address Discovery

Step 5: The Mobile Router having
acquired a Care Of Address by auto-

configuration sends a Binding Update
message to the first Home Agent in the
list.

Home Agent list:
HA 1: lifetime
HA 2 : lifetime
HA 3_fifeti

Step 6: The Home Agent answers back
with a Binding Acknowledgment
message. It updates its Binding Cache
table with the CoA of the Mobile Router.

Step 7: A bidirectional tunnel is
established between the Mobile Router

¢ =
Home Network U

/ HA 2

and the Home Agent.

Mobile Rout

‘ GW.@’ _

HAD Daniinoct kom Agent list:
HAD Reyuest HA 1 : lifetime
= HA/2 : lifetime

3: lifetime

Home Agent list:
HA 1: lifetime
HA 2 : lifetime
HA 3 : lifetime

HA 3
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Mobile Network Sample Configuration (10S)

e Home Agent configuration:
sinterface Ethernetl
° ipV6 address CAbA:4: BB4/64 = Home Agent Address
* 1pvb enable
. 1pv6 mobile home—agent run
«ipv6 route D093::/64 CABA:4::9 = Static Route to Mobile Network

e Mobile Router Configuration:
*ipv6 unicast-routing
*1pv6 mobile router
e home-network CASA:4::BB4/64 = Home Network
*  home—address home-network ::9 = Home Address of Mobile Router
einterface FastEthernetO/1
e 1pv6 address autoconfig
e 1pvb enable
. 1pv6 nd suppress-ra
* 1pvb mobile router—-service roam = Roaming interface
sinterface FastEthernet1/0
« ipv6 address D093::1/64 => Mobile Network
. 1pv6 enable
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Mobile Tunnel Support (IPv4/1Pv6 In IPv6

IPV6
Network

IPVV6
Infrastructure

IPV6/V4
Mobile network

=<

L%\%) IPV6

IPv4 Host Mobile router

IPV4
Network

Home Agent

e Configuration of IPv6 tunnel between the Mobile Router and its Home
Agent.
e Both IPv4 and IPv6 traffics can go thru this mobile tunnel

e The mobility being handled at the IPv6 level.
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Reverse Routing Header

(==
MR3M
(==

Routing Header: type 4

-
MR2’s HA

\Internet

RRH
Outer IPV6 header Routing Header type 4 Encapsulated IPV6 packet
D= MR HA] | IWIR2C0&) MR1Coa MR1 HoA]|[INAF [SSLFN1I_D=CN1 | iPAYLOAD |

Works with plain V6 hosts on both ends
Home Equivalent Privacy option via HA
First MR or MN builds a tunnel with RRH
Next MRs add the source to the RRH and overwrite source with their COA

A combination of IP Routing in Infrastructure and of On Demand Source Route in the mobile
cloud to adapt faster to topology changes



\

L
-%’—c‘epmv
ﬂ/ "o,

Tree Discovery

Each Mobile router has only one
COA (MIPV6)

Each Mobile Router attaches to
another one following rules that
force Tree topology

— Based on autonomous decision
of each Mobile router

— Based on Loop avoidance

machaniem
I DR AVAVI R IO S W) N ]
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Tree Discovery

Addition of a Tree Information Option to Router
Advertisement

u} 1 2 3

0123456785 9012345673201:2345675901

+—t—t— ==ttt =ttt ==t ===t F— =ttt b=ttt ===+

| Type | Lenglh — 5 | Tree Preler. | TrzelheplLh

e T T E e e e e e L a E at El

|F|H| Reserwved | Bandwidth | DelayTime

s e s I S e e e e e e e e e s A o e B e e

HEFPreference | BootTimeRandom

s T e e e e s E e e e s T e e e e e e e e e
PathCRC

s T e e e e s E e e e s T e e e e e e e e e

Tree TLHR Identifier

s T S St T S L S St e S S e e

I
+
I
+
I
+
|
+
I
+
I
+
I
+
I
+ Tree Group
I

+

I

+

s T S St T S L S St e S S e e
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enlLov

Tree Discovery
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Summary

e Support for IETF NEMO specifications
e Mobile Rrouter Trees allow for cascaded configurations
e Dynamic HA allow for Geographically dispersed Home Agents
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References

e |ETF NEMO Working Group
— http://www.ietf.org/html.charters/nemo-charter.html

e |ETF Mobility for 1IPv6 Working Group
— http://www.ietf.org/html.charters/mip6-charter.html

e Selected NEMO Drafts:
— http://www.ietf.org/internet-drafts/draft-ietf-nemo-basic-support-03.txt
— http://www.ietf.org/internet-drafts/draft-thubert-nemo-basic-usages-01.txt
— http://www.ietf.org/internet-drafts/draft-thubert-nemo-ro-taxonomy-02.txt
— http://www.ietf.org/internet-drafts/draft-thubert-tree-discovery-00.txt

— http://www.ietf.org/internet-drafts/draft-thubert-nemo-reverse-routing-
header-05.txt
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Characteristics of MANETs (RFC2501)

e Dynamic topologies
— Nodes are free to move arbitrarily. Network topology may change randomly
and rapidly at unpredictable times.

e Bandwidth-constrained, variable capacity links

— Wireless links have significantly lower capacity than their hardwired
counterparts. After accounting for the effects of multiple access, fading,
noise, and interference conditions, etc.; the actual throughput is often much
less than a radio's maximum transmission rate.

e Energy-constrained operation

— Some or all of the nodes in a MANET may rely on batteries or other
exhaustible means for their energy. Network & routing optimization must be

At aimd ~f A A s A~ g~

cogriiZaiit U1 ericrgy coriservauuoll.
e Limited physical security
— Mobile wireless networks are more prone to physical security threats (i.e.
eavesdropping, spoofing, and DOS attacks) than hardwired networks.



6deploy.eu

Dynamic Topology

e Random interconnection
—Minimal or no engineering
—Low bandwidth links
e Constant or frequent change (motion)
—Neighbor changes;
New neighbor may be less reliable connection
More reliable connection may be at lower bandwidth
eResulting information propagation (flooding)
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Radio Characteristics

e Directional Antenna
—Some radios send in a stated direction; have to send when peer
IS listening in that direction

e Varying signal strength, link quality
—Route cost should take link quality into consideration

e Overlapping connectivity
—No unifying concept like Designated Router

—Haphazard connections



rdly

g

aza

o,

=
o

I

.

.
0
‘e

Q
s

.
. T

8

.
n

gioris ove

.
o

Radio re

Snamananns®




6deploy.eu

Energy-constrained Operation

e Some nodes (e.g. hand-held, or laptop devices) are powered by batteries

e Others (e.g. vehicle-based) may be able to rely on a “constant” power
source

e Battery drain will influence a node’s ability to participate as a routing
next-hop

— You could suspend a node if it hasn't participated in a MANET for
some period of time, but then how do you wake it up when
appropriate?

— Route cost should take energy constraints into consideration

e Inefficient data link, MAC, or network layer design can result in

additional packets being transmitted, hence, more battery power being
consumed.
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Limited Physical Security

e Radio transmission is inherently less secure than wired transmission
— Easier to snoop or eavesdrop

e More susceptible to DoS attacks

e Detection avoidance for military applications
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MANET Protocols in IETF

e« Numerous protocols have been proposed over the years; four remain active
in the MANET IETF working group

e Protocols fall into two categories: Proactive and Reactive

—Proactive — Protocols that actively maintain network topology whether a
specific route has been requested or not

—Reactive — Protocols that defer route discovery until it is needed
e Proactive
—Optimized Link State Routing (OLSR — RFC3626)

—Topology Dissemination Based on Reverse-Path Forwarding (TBRPF —
RFC3684)

* Reactive
—Ad Hoc On Demand Distance Vector Routing (AODV — RFC3561)

—Dynamic Source Routing Protocol for Ad Hoc Networks (DSR — Internet
Draft, no RFC number assigned, last updated 15 April 2003)
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AODV

e Based on Destination-Sequenced Distance-Vector (DSDV) routing
algorithm

e Routes are discovered as-needed by broadcasting a route-request
(RREQ) through the network, and waiting on a unicast route-
reply (RREP)

e Routes are maintained “as long as needed”

e Route errors are signaled by a Route Error (RERR) message to all
effected destinations
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e A route between two nodes is found by sendlng

an Route Request to a locality .*

—Initial locality small, grows thh failure ,aumn=

st

—After that, a little larger than the IocaTty
target last found in :‘ o*

*
e Route Response sent .’ o

—By target if necessar ."

—By nelghborlng routmgmode if possn‘oTe to
“join” existing route » *

e Network stores the routE.
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AODV Continued

e Each route is to a router

e Each route advertisement has a sequence number
—Originator bumps sequence number on new information
—Others bump only when withdrawing failed route

« Effect: we always know relative order of information
—No count to infinity
—No looping routes
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AODV Analysis

e Opportunities

—Perhaps good in application in which devices interact with relatively
small number of others

—Possibility of adding traffic engineering parameters
—Device knowledge minimized
e |ssues
—Delay during route installation/change
—Heavy multicasting during network change
—Route authentication/authorization
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e Systems trade

—Some form routing backbone
—Some act as “hosts”

e As devices move

—Topological relationships
change

—Routes change

—Backbone shape and
composition changes
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OLSR Analysis

e Opportunities
—Proactive: knows network up front
—Parameters can be added for engineering
—Minimizes distribution traffic for SPF protocol
e |ssues
—Every network change requires every router to do something
—No hierarchical routing concept comparable to OSPF areas
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What's the best MANET protocol?

e When looking at IETF protocols;
— No ‘optimal’ protocol
— Performance depends on network scenario and application
(traffic patterns)

— Testing studies — not validated in real-world deployments
(research community)

— Live implementations are limited

\V4aVaVldlaaValal
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How about one of the other protocols available?

LUNAR FISHEYE
MOSAIC TORA

ABR

SSA

LAR
LANMAR

STAR PSR

ZRP

MobileMan Ant



extensions

IPv6 Mobility Module
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Areas of OSPFv3 Inefficiency addressed with
MANET Extensions

e Interface Types

e Neighbor adjacencies

e Database synchronization

e Flooding of routing updates
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Interface Type

e Existing OSPF interface types (Broadcast, NBMA, P2MP, P2P) are
not efficient for operation in ad-hoc environment

e New MANET interface type is a variant of P2MP

— All router-to-router connections over the MANET interface
behave as if they were point-to-point links

— Route cost metric can be set on a per neighbor basis
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Neighbor Adjacency Issues

Nodes may have varied capabilities

Periodic Hello messages — overhead increases with size and density
of network, and with rate of Hello message exchanges

Potential large size of neighbor list to be advertised in Hello

—Unnecessary overhead and possible size issues (packets larger
than interface MTU)

Solution is implemented in ‘Incremental Hello’ messages
—Allows for varied participation levels
—Two-way connectivity check

—Include selection of ‘active’ overlapping relays for optimized
flooding

—Include Willingness to serve as an ‘active’ overlapping relay

Don’t include full neighbor list on Hello packets; incrementally
update as neighbor state changes
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Database Synchronization

e Implement a Temporary Link State Database

e Keeps valid LSAs from routers that you have rnot yet established an
adjacency with

e |SAs are multicasted, local router caches

e LSAs are “promoted” (moved into the Permanent Link State Database)
if/when the local OSPF establishes an adjacency with the remote peer

e Keeps them from be re-transmitted during synchronization process
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Flooding Issues

e Flooding Overhead
—Current flooding occurs on all interfaces other than the
receiving interface
—All routers flood received updates
e Flooding optimization (Overlapping Relays)
—Minimize propagating link-state information to routers who

have already received it

L arla ~f IhAan nai~ hhAarlhAanAd
_UDC KN IUVVICUUC Oi l.VVU HUpP I ICIHI 100r] 1IUUU,

intelligent flooding decisions and intelligent ACKing decisions to
be made
—Goal is to minimize control overhead
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Overlapping Relay Algorithms

e Concept drawn from OLSR MPR e What if selected relay fails to

e Who gets to be a relay system? deliver message?
—Router advertises willingness —Other neighbors “re”transmit
(policy) —Effectively, act as backup
—Neighbors select neighbor relay system

with most “two hop” neighbors
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Intelligent Acking
e All ACKs are multicast.
e Reflood of LSA serves an implicit ACK
e Node should only ACK first LSA received on link

e Relays should only ex,oect ACKS (implicit or explicit) from
peers that have not already ACKed this LSA.

e Several ACKS bundled in single packet

e ACKs reset RouterDeadlnterval at receiver

* ACKs reset HelloInterval at sender if no state Is waliting to
be sent in a Hello packet

e LSA received unicast is ACKed via multicast
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ITEF References

e MANET Characteristics - http://www.ietf.org/rfc/rfc2501.txt

e AODV - http:.//www.ietf.org/rfc/rfc3561.txt

e OLSR - http://www.ietf.org/rfc/rfc3626.txt

e TBRPF - http://www.ietf.org/rfc/rfc3684.txt

e DSR - http://www.ietf.org/internet-drafts/draft-ietf-manet-dsr-

09.txt
e OSPFv3 MANET- http://www.ietf.ora/internet-drafts/draft-
chandra-ospf-manet-ext-04.txt
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ITEF References cont’'d.

e PPP - http://www.ietf.org/rfc/rfc1661.txt

e PPPOE - http.//www.ietf.org/internet-drafts/draft-bberry-pppoe-
credit-06.txt




