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Part 1

IPv6 Setup In several Platforms
(Windows 2000/XP/2003/Vistal/7,
Linux, BSD, Mac OS X)




IPv6 in Windows

Full Support
— Windows 7, Vista, XP SP1 and later
— Windows Server 2003 and 2008

Technology preview
— Windows XP without SP
— Windows 2000 (not compatible with SP2 or later)

Developer edition
— Windows NT 4.0

Third part products without official support
— Windows 95/98/ME
— Windows 2000 with SP2 and later

Supported Characteristics (latest versions)

— Autoconfiguration, 6in4 tunnels, 6to4 tunnels, 6to4 relay , TEREDO
tunnels, ISATAP tunnels, IPSec (manual keys)
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IPv6 Setup: 2000 (1)

* Non-production stack available (originally developed by Microsoft Research)
* Download the “Microsoft IPv6 Technology Preview for Windows 2000”:

Available at http://www.ipvétf.org/using/connectivity/guides.php?
cid=1
Note that Windows 2000 IPv6 isn't supported anymore by Microsoft

 |nstall Procedure;

Log on to the Windows 2000 with local administrator privileges

Extract IPv6 Technology Preview files, for example in C:\IPv6Kit

Follow the procedure in SPn & IEG6 fixed.txt in order to change /setup/hotffix.ini file
Run the Setup.exe or hotfix.exe

From the Windows 2000 desktop, click Start, point to Settings, and then click Network and
Dial-up Connections. As an alternative, you can right-click My Network Places, and then click
Properties

Right-click the Ethernet-based connection to which you want to add the IPv6 protocol, and
then click Properties (typically, this connection is named Local Area Connection

Click Install)

In the Select Network Component Type dialog box, click Protocol, and then click Add

In the Select Network Protocol dialog box, click Microsoft IPv6 Protocol and then click OK
Click Close to close the Local Area Connection Properties dialog box

* InaDOS Prompt:

ipv6 if to check if IPv6 has been installed =
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IPv6 Setup: 2000 (2)

* Uninstall Procedure:
— Log on to the Windows 2000 with local administrator privileges

— From the Windows 2000 desktop, click Start, point to Settings, and then click
Network and Dial-up Connections. As an alternative, you can right-click My
Network Places, and then click Properties

— Right-click the connection to which you want to remove the Microsoft
Research IPv6 protocol, and then click Properties (typically, this connection is
named Local Area Connection)

— Click MSR IPv6 Protocol and then click Uninstall
— In the Uninstall MSR IPv6 Protocol dialog box, click Yes
— In the Local Network dialog box, click Yes to restart your computer

 |naDOS Prompt:

— ipv6 if to check if IPv6 was uninstalled
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IPv6 Setup: XP/2003 (1)

* Ina DOS Prompt:

—Ipv6 install to install IPv6 as Network
Protocol

* ipconfig or ipv6 if to check if IPv6 was
iInstalled
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IPv6 Setup: XP/2003 (2)

* Another option to check

If IPv6 was installed

— Network Connections > Local
Area Connection > Properties

e Also it is possible to
install/uninstall IPv6
from here

-4 Local Area Connection Properties

General | Authentication | Advanced |

Connect using:

' H8 IntellR) PRO/100VE Network Conne

This connection uses the following items:

o=} 005 Packet Scheduler ~
Microsoft TCP/IP version B
%= AEGIS Protocol (IEEE 802.1%) v3.1.0.1

% Internet Protocol TCP/IP A<
£ >
[ Install... ] [ Uninstall ]

Description

TCP/IP version 6. The next-generation version of the internet
protocol that provides communication across diverse
interconnected networks.

[] Show icon in natification area when connected
Notify me when this connection has limited or no connectivity

[ oK ][ Cancel ]
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IPv6 Setup: XP/2003 (3)

In a Command Prompt:

—Iipv6 uninstall to delete IPv6 as
Network Protocol

* ipconfig or ipv6 if to check if IPv6 was
uninstalled
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IPv6 Setup: Vista (1)

* Nothing to do!!!

— |IPv6 is installed and enabled by default ©

— The configuration is based on GUI and netsh commands
« Other new features in Vista regarding IPv6

— Full IPsec support

— MLDv2

— Link-Local Multicast Name Resolution (LLMNR)

* It doesn’t need DNS server. IPv6 nodes in a segment ask the name to a multicat IPv6
address. It’s similar to the NetBIOS working.

— |Pv6 address in URLs support

— |IPv6 over PPP

— DHCPv6, not only in the client but also in the server
— Random IDs by default for the IPv6 address

» Similar to the Privacy Extension Address but allows to be included in DNS
» |t prevents the user be tracked by using the EUI-64 part of the IPv6 address

— TEREDO supports symetric NATs

» Itis enabled by default but no actvie. It becomes active automatically if any application
needs IPv6 support and it is no natively available in the network
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IPv6 Setup: Vista (2)

Propiedades de Protocolo de Internet version 6 (TCP/IPv6) m

. . General
« GUI Configuration
Puede hacer que la configuracion IPv6 se asigne automaticamente si la red es compatible con esta

fundonalidad. De lo contrario, debera consultar con el administrador de red cudl es la
configuracion IPvé apropiada.

(@ Obtener una direccion IPv6 automaticamente A u to m ati c

(©) Usar la siguiente direccién IPv6:

Direccion IPv6
7
] Estado de Conexién inalambrica (S I Propiedades de Conexién inalambrica S5 Longitud del prefijo de subred
Puerta de enlace predeterminada:
General Funciones de red | Uso compartido
(@ Obtener la direccién del servidor DNS automaticamente
) Conectar usando: - o o )
Conexion (©) Usar las siguientes direcciones de servidor DNS:

Conectividad IPv4: Internet &¥ Intel(R) PRO/Wireless 3945ABG Network Connection

Conectividad IPv6: Internet Servidor DNS alternativo
Estado del medio: Habilitado

Esta conexién usa los siguientes elementos:

Servidor DNS preferido:

SSID: .
Duracién: 05:32:25 % Cliente para redes Microsoft
Velocidad: 54,0 Mbps B} Deterministic Network Enhancer

Calidad de sefial:

ﬂ!!! ,@ Programador de paquetes QoS

.QCompamr impresoras y archivos para redes Microsoft

Detalles... || [Propiedades i,nala'mbricas]

B ctocsio de emet versin 6 (CP/ P45 | :
Protocolo de lntemet version 6 {ICE/IEV6) Propiedades de Protocolo de Internet version 6 (TCP/IPv6) m

-4 Protocolo de Intemet versién 4 (TCP/IPv4)

Actividad - -4 Controlador de E/S del asignador de deteccidn de topol... General
— 4. Respondedor de deteccion de topologias de nivel de v... 3
Enviados —— | — Recibidos Puede hacer que la configuracién IPv6 se asigne autométicamente sila red es compatible con esta
> " fundonalidad. De lo contrario, debera consultar con el administrador de red cuél esla
gm Desinstalar Propiedades configuracion IPv6 apropiada.
Bytes: 77.411.116 | 250.473.196 Desciipcién
TCP/IP versién 6. Version més reciente del protocolo de ‘ ‘ Obmner_un_a direc_dén TVG automéicamente M danua I

= - = — - - Intemet que pemite la comunicacién a través de varias redes (@) Usar la siguiente direccién IPv6:

[ @propiedades | [ € peshabittar | | diagnostiar | interconectadas. Direccion IPv6: 2001:db8: 1:1::2
Longitud del prefijo de subred: 64

Puerta de enlace predeterminada: ~ 2001:db8:1:1::1

[ Aceptar ] [Canoelar]

Obtener la direccién del servidor DNS automaticamente

(@ Usar las siguientes direcciones de servidor DNS:

UnCheCk it.to dislable the Servidor DNS preferido: 2001:db8:1:1::1
prOtOCOI In the Inte rface Servidor DNS alternativo: 2001:db8: 1:1::100]

@Sﬂfﬁra -1

Consultores Integrales en Telecomunicationes



IPv6 Setup: Vista (3)

Un-installation

— It cannot be un-installed because the IPv6 stack is completely integrated in the operating system as the
IPv4 one

It can be disabled for one specific network interface

— Through the GUI “Network Connections” and disabling the IPv6 stack
It is possible the use of netsh commands. It needs DOS with administrator permissions
Different IPv6 components can be customized through the registry:

— The following record (type DWORD) needs to be created: HKEY_LOCAL_MACHINE\SYSTEM
\CurrentControlSet\Services\tcpip6\Parameters\DisabledComponents

— The DisabledComponents registry value is a bit mask that controls the following series of flags, starting with
the low order bit (Bit 0 = enabled):

- BitIO > get to 1 to disable all IPv6 tunnel interfaces, including ISATAP, 6to4, and TEREDO tunnels. Default
value is

— Bit 1=» Set to 1 to disable all 6to4-based interfaces. Default value is 0
— Bit2 = Set to 1 to disable all ISATAP-based interfaces. Default value is 0
— Bit 3 = Set to 1 to disable all Teredo-based interfaces. Default value is 0

— Bit4 = Set to 1 to disable IPv6 over all non-tunnel interfaces, including LAN interfaces and Point-to-Point
Protocol (PPP)-based interfaces. Default value is 0

— Bit 5 = Set to 1 to modify the default prefix policy table to prefer IPv4 to IPv6 when attempting connections.
Default value is 0

— Some values of DisabledComponents for disabling some components:

Disable all tunnel interfaces 0x1
Disable 6to4 0x2
Disable ISATAP 0x4
Disable TEREDO 0x8
Disable TEREDO and 6to4 OxA
Disable all LAN and PPP interfaces 0x10
Disable all LAN, PPP, and tunnel interfaces 0x11
Prefer IPv4 over IPv6 0x20
Disable IPv6 over all interfaces and prefer IPv4 to IPv6 OxFF
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IPv6 Setup: 7 RC (1)

Windows 7 Ultimate — Version RC 6.1.7100
Nothing to do!!!

— IPv6 is installed and enabled by default © ﬁ
— The configuration is based on GUI and netsh commands ——

IPv6 support similar to Vista and Server 2008

— |Psec, MLDv2, LLMNR, IPv6 in URLs, IPV6CP, IPv6 over PPP, DHCPV6,
TEREDO

— Change: Random Interface ID is on by default (RFC 3041)

» It doesn’t use EUI-64 by default to get the interface ID in the autoconfigured addresses
— netsh interface ipv6 set global [[randomizeidentifiers=]enabled|disabled]

But with some new features
— IP-HTTPS (IP over Secure HTTP)

It enables hosts located behind a proxy or firewall to establish connectivity by tunneling IP traffic inside an HTTPS

tunnel. IP-HTTPS does not providing data security—you must use IPsec to provide data security for an IP-HTTPS
connection. Further information: http://msdn.microsoft.com/en-us/library/dd358571.aspx

— DirectAccess

It enables to remote users, who attempt to access corporate intranet resources, can access these resources without
the need of having to connect to a virtual private network (VPN). Also, it enables administrators to keep the
computers of mobile uses in a managed state even when they are off-site. DirectAccess can work over existing IPv4
networks such as the public IPv4 Internet by leveraging IPv4/v6 transition technologies such as 6to4, TEREDO and
ISATAP. It also supports native IPv6 connectivity for clients that have been assigned native IPv6 addresses.

The client can be Windows 7 or Server 2008. The server can be Server 2008

Y, I[P/6 PORTAL c@ﬂ "
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IPv6 Setup: 7 RC (2)

« GUI Configuration

ol Wireless Network Connection Status (23]
General

Connection
1Pv4 Connectivity: Internet
IPv6 Connectivity: Internet
Media State: Enabled
SSID:
Duration: 01:14:00
Speed: 54,0 Mbps
Signal Quality: ’!ﬁ!

Details... ] [ ‘Wireless Properties ]
Activity
Sent — LE ——  Received
il

Bytes: 12,088,085 ] 1.441.604

Y Properties | [ @Disable | [ Diagnose |

-,‘? Wireless Network Connection Properties

Networking | Sharing

Connect using:

Q‘ Intel[R) PROMwireless 2200BG Network Connection

This connection uses the following items:

"% Client for Microsoft Networks

=1 05 Packet Scheduler

S File and Printer Sharing for Microsoft Networks

-4 |nternet Protocol Version 6 (TCP/IPvE)

4. |nternet Protocol Version 4 (TCP/IPv4)

4. Link-Layer Topology Discovery Mapper 1/0 Driver
4. Link-Layer Topology Discovery Responder

Description

TCP/IP version B. The latest version of the internet protocol
that provides communication across diverse interconnected
networks.

Uninstall

[ 0K H Cancel ]

Uncheck it to disable the
protocol in the interface

Internet Protocol Version 6 (TCP/IPv6) Properties

General

‘You can get IPv6 settings assigned automatically if your network supports this capability.
Otherwise, you need to ask your network administrator for the appropriate IPv6 settings.

(@ Obtain an IPv6 address automatically

Automatic

() Use the following IPv6 address:

(@ Obtain DNS server address automatically

() Use the following DNS server addresses:

Validate settings upon exit

-

Internet Protocol Version 6 (TCP/IPv6) Properties

General

‘You can get IPv6 settings assigned automatically if your network supports this capability.
Otherwise, you need to ask your network administrator for the appropriate IPv6 settings.

Manual

(-9 =)

() Obtain an IPv6 address automatically
@ Use the following IPv6 address:
1Pv6 address: 2001:db8:1:1::2
Subnet prefix length: 64

Default gateway: 2001:db8:1:1::1

Obtain DNS server address automatically
@ Use the following DNS server addresses:
Preferred DNS server: 2001:db8:1:1::1

Alternate DNS server: 2001:db8:100:100::1

[7] validate settings upon exit

C@Sllf j"?’ - 14
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IPv6 Setup: 7 RC (3)

Un-installation

— It cannot be un-installed because the IPv6 stack is completely
integrated in the operating system as the IPv4 one

It can be disabled for one specific network interface

— Through the GUI “Network Connections” and disabling the IPv6 stack
It is possible the use of netsh commands. It needs DOS with
administrator permissions

As well as Vista, different IPv6 components can be customized
through the registry
— http://technet.microsoft.com/en-us/library/bb878057.aspx
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IPv6 Setup: Linux (1)

Supported from kernel version 2.4.x

#uname -r

To check if IPv6 is installed:

#test -f /proc/net/if_inet6 && echo “Current Kernel supports IPv6®

Module Installation:
#modprobe ipv6

Module check:
#lsmod |grep -w 'ipv6' && echo “IPv6 module loaded"

Automatic Load/Unload of Module (/etc/
modules.conf o /etc/conf.modules ):

alias net-pf-10 ipv6 #enables load on demand
alias net-pf-10 off #disables load on demand
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IPv6 Setup: Linux (2)

# ifconfig to check
ethO Link encap:Ethernet HWaddr 00:E0:81:05:46:57
inet addr:10.0.0.3 Bcast:10.0.0.255 Mask:255.255.255.0
inet6 addr: fe80::2e0:81ff.fe05:4657/64 Scope:Link
inet6 addr: 2001:800:40:2a05::3/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:2010563 errors:0 dropped:0 overruns:0 frame:0
TX packets:1700527 errors:0 dropped:0 overruns:2 carrier:0
collisions:0 txqueuelen:100
RX bytes:205094215 (195.5 Mb) TX bytes:247063610 (235.6Mb)
Interrupt:11 Base address:0xe000 Memory:f8201000-f8201038
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets: 1675838 errors:0 dropped:0 overruns:0 frame:0
TX packets:1675838 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:659846244 (629.2 Mb) TX bytes:659846244 (629.2 Mb)
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IPv6 Setup: Linux (3)

Persistent Configuration

* Red Hat (from 7.1) and similar “distros”:

Add in /etc/sysconfig/network:
NETWORKING_IPV6=yes

Network Restart:
# service network restart

Or

#/etc/init.d/network restart

e SUSE:

Add in letc/sysconfig/network/ifcfg-<Interface-Name>.
SUSE 8.0: IP6ADDR="<ipv6-address>/<prefix>"
SUSE 8.1: IPADDR="<ipv6-address>/<prefix>"
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IPv6 Setup: Linux (4)

Persistent Configuration

 Debian:

Once the IPv6 module is loaded, then edit /etc/networkiinterfaces,

for example:
iface ethO inet6 static
pre-up modprobe ipv6
address 3ffe:ffff:1234:5::1:1
# unable autoconfiguration:
# up echo 0 > /proc/sys/net/ipv6/conf/all/autoconf
netmask 64
# router is autoconfigured and doesn’t have static address
# it finds it because of
# (/proc/sys/net/ipve/conf/all/accept_ra).
# if not, gateway must be configured:
# gateway 3ffe:ffff:1234:5::1

— Reboot or:
# ifup --force ethO

' ZJTIE IR/6 PORTAL
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IPv6 Setup: Linux (5)

e Tools:

1. net-tools package

# /sbin/ifconfig -? 2>& 1|grep -qw 'inet6' && echo "ifconfig supports IPv6*
# /sbin/route -? 2>& 1|grep -qw 'inet6' && echo "'route supports IPvG"

2. Iproute package
# /sbin/ip 2>&1 |grep -gw 'inet6’ && echo "'ip supports IPv6*

3. Iputils package contains pingo,
traceroute6 and tracepathG
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IPv6 Setup: BSD (1)

* To install the Stack (Versions 4.5+)
* Good IPv6 support
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IPv6 Setup: Mac OS X (1)

IPv6 support from 10.2 Jaguar
Enabled by default

From 10.3 Panther is possible to enable/disable and configure IPv6
using a GUI. System Prefenerces > Network

Configuring IPv6

860 Red
| « » || Mostrartodo | Q
Configurar IPv6: Automaticamente ﬂ
Lbicaclop At miatico 5 Direccién IPv6: fe80::21b:63ff:fe0a:a963
Configurar: = AirPort %
_] Router:
' AirPort | TCP/IP = PPPoE  AppleTalk  Proxies
Configurar IPv4:  Usar DHCP ﬂ ( Cancelar ) 6 OK )
Direccién IP:  192.168.1.4 (_ Renovar cesién de DHCP )
Mascara subred: 255.255.255.0 Cliente DHCP:

Router: 192.168.1.1

Servidores DNS: (Opcional) Configurar IPv6: Manualmente T]
Direccién IPv6: 2001:db8:1:1::2
Dominios busqueda: (Opcional)
Direccién IPv6: fe80:0000:0000:0000:021b:63ff:fe0a:a963 » Router: |2001:db8:1:1::1|
(" Configurar IPv6... ) @} Long. del prefijo: T

{:Cancelar ' ( oK )

' i‘ Haga clic aqui para impedir futuros cambios. ' Asistente... ' Aplicar




IPv6 Setup: Mac OS X (2)

« Enable/disable IPv4 « Enable/disable IPv6

Automaticamente

P ~ P
8o ReC 6 —— Manualmente S
[ <« » || Mostrar todo | Q [« » .

(@ JHETTEY: v Desactivado "
T
Ubicacién: | Automatico 5
Con Manualmente B
Usar DHCP con direccién manual
i Usar DHCP E
_AI'® ysar BootP F (Cancelar ) 0K )
Configurar IPv4 AT Tl [0} H >
Direccién IP:  192.168.1.4 (" Renovar cesién de DHCP )
Mascara subred: 255.255.255.0 Cliente DHCP:
(Si es necesario)
Router: 192.168.1.1
Servidores DNS: (Opcional) Servidores DNS: (Opcional)
Dominios basqueda: (Opcional) Dominios busqueda: (Opcional)
Direccion IPv6: fe80:0000:0000:0000:021b:63ff:fe0a:a963 Direccion IPv6: fe80:0000:0000:0000:021b:63ff:fe0a:a%963
k i ’ - ~ Configurar IPV6... >
Configurar IPv6... Q) ( g ) @
n : . . p e ‘ — R
"] Haga clic aquf para impedir futuros cambios. (_ Asistente... ) ( Aplicar ) '] Haga clic aqui para impedir futuros cambios. (_ Asistente... ) | Aplicar

 Enable/disable IPv6 in all interfaces
 Enable #ip6 —a
 Disable # ip6 -x
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Part 2

Basic Configuration
Stateless/Stateful
Autoconfiguration,

Privacy, Static Routes
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Basic Configuration: Windows (1)

» Basic Configuration in Windows

« Useful to obtain information about the status and to
configure interfaces, addresses, caches, routes, and so on

« Two groups of commands:

— ipv6.exe (covers up to Windows XP SP1)

« Some changes are not persistent (values lost with each reboot). It
is possible to execute a configuration in a script in each boot.

— netsh interface ipv6 (for Windows XP SP2 and later, 2003,2008,
Vista and 7)

» Option store=active|persistent to save changes
 Equivalences at:
http://technet.microsoft.com/en-us/library/bb726950.aspx

WJTPEIRGPORTAL COﬁﬂ "



Basic Configuration: Windows (2)

 “jpv6” Commands

« Some of them needs administration permissions
— ipv6 [-p] [-v] if [ifindex]
— ipv6 [-p] ifcr vbv4 v4src v4dst [nd] [pmld]
— ipv6 [-p] ifcr 6over4 v4src
— ipv6 [-p] ifc ifindex [forwards] [-forwards] [advertises] [-advertises] [mtu #bytes] [site site-identifier] [preference P]
— ipv6 rlu ifindex v4dst
— ipv6 [-p] ifd ifindex
— ipv6 [-p] adu ifindex/address [life validlifetime[/preflifetime]] [anycast] [unicast]
— ipv6 nc [ifindex [address]]
— ipv6 ncf [ifindex [address]]
— ipv6 rc [ifindex address]
— ipv6 rcf [ifindex [address]]
— ipv6 bc
— ipv6 [-p] [-v] rt
— ipv6 [-p] rtu prefix ifindex[/address] [life valid[/pref]] [preference P] [publish] [age] [sp! SitePrefixLength]
— ipv6 spt
— ipv6 spu prefix ifindex [life L]
— ipv6 [-p] gp
—  ipv6 [-p] gpu [parameter value] ... (try -?)
— ipv6 renew [ifindex]
— ipv6 [-p] ppt
— Ipv6 [-p] ppu prefix precedence P srclabel SL [dstlabel DL]
— ipv6 [-p] ppd prefix
— ipv6 [-p] reset
— ipv6 install
— ipv6 uninstall

Y, [Pv6 PORTAL c@ﬂ "2
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Basic Configuration: Windows (3)

 “netsh interface ipv6” Commands
« Some of them needs administration permissions

— 6to4 - Changes to the ‘netsh interface ipv6 6to4’ context

- 7 - Displays a list of commands

— add - Adds a configuration entry to a table

— delete - Deletes a configuration entry from a table

— dump - Displays a configuration script

— help - Displays a list of commands

— isatap - Changes to the ‘netsh interface ipv6 isatap’ context
— reset - Resets IPv6 configuration state

— set - Sets configuration information

— show - Displays information

— install - Installs IPv6 (not available in Vista and 7)

— uninstall - Uninstalls IPv6 (not available in Vista and 7)

— renew - Restarts IPv6 interfaces (not available in Vista and 7)
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Basic Configuration: Windows (4)

 “netsh interface ipv6 add” Commands
— add address - Adds an IPv6 address on an interface.
— add dnsserver - Adds a static DNS server address
— add neighbors — Add a neighor address
— add potentialrouter — Add a router in the list fo possibles routers
— add prefixpolicy - Adds a prefix policy entry.
— addroute - Adds an IPv6 route over an interface.
— add vbv4tunnel - Creates an IPv6-in-IPv4 point-to-point tunnel
— add 6overdtunnel - Creates a 6over4 interface (not available in Vista and 7)

« ‘“petsh interface ipv6 set” Commands
— set address - Modifies IPv6 address information
— set global - Modifies global configuration general parameters
— set interface - Modifies interface configuration parameters
— set prefixpolicy - Modifies prefix policy information
— set privacy - Modifies privacy configuration parameters
— setroute - Modifies route parameters
— setteredo - Sets TEREDO state
— set mobility - Modifies mobility configuration parameters (not available in Vista and 7)
— setstate - Sets the state of deprecated functionality (not available in Vista and 7)
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Basic Configuration: Windows (5)

 “netsh interface ipv6 show” Commands
— show address - Shows IPv6 addresses
— show destinationcache - Shows destination cache entries
— show dnsservers - Displays the DNS server addresses
— show global - Shows global configuration parameters
— show interface - Shows interface parameters
— show joins - Shows IPv6 multicast addresses
— show neighbors - Shows neighbor cache entries
— show prefixpolicy - Shows prefix policy entries
— show privacy - Shows privacy configuration parameters
— show route - Shows route table entries
— show siteprefixes - Shows site prefix table entries
— show teredo - Shows TEREDO service state
— show bindingcacheentries - Shows binding cache entries (not available in Vista and 7)
— show mobility - Shows mobility configuration parameters (not available in Vista and 7)
— show state - Shows the state of deprecated functionality (not available in Vista and 7)

— show)routes - Shows route table entries (not available in Vista and 7 — changed for show
route

g IR/6 PORTAL c@ﬂ "%
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Basic Configuration: Windows (6)

 Interface Information
 ipconfig [/all]

* ipv6 [-v] if [Ifindex]
« Example: ipv6 if 5

Interface 5: Ethernet: Local Area Connection

Guid {F5149413-6E54-4FDA-87BD-24067735E363}

uses Neighbor Discovery

uses Router Discovery

link-layer address: 00-01-4a-18-26-c7
preferred global 2001:db8::2, life infinite (manual)
preferred global 2001:db8::4, life infinite (manual)
preferred global 2001:db8::fde7:a76f:62d5:3bb9, life 6d21h3m20s/21h33s (temporary)
preferred global 2001:db8::201:4aff:fe18:26¢7, life 29d23h51m39s/6d23h51m39s (public)
preferred link-local fe80::201:4aff:.fe18:26c¢7, life infinite
multicast interface-local ff01::1, 1 refs, not reportable
multicast link-local ff02::1, 1 refs, not reportable
multicast link-local ff02::1:ff18:26¢7, 2 refs, last reporter
multicast link-local ff02::1:ffd5:3bb9, 1 refs, last reporter
multicast link-local ff02::1:ff00:4, 1 refs, last reporter
multicast link-local ff02::1:ff00:2, 1 refs, last reporter

link MTU 1500 (true link MTU 1500)

current hop limit 64

reachable time 29000ms (base 30000ms)

retransmission interval 1000ms

DAD transmits 1

default site prefix length 48 2.5 ﬁ
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Basic Configuration: Windows (7)

 Ping up to XP SP1

— ping6 [-t] [-a] [-n count] [-I| size] [-w timeout] [-s srcaddr] [-r]
destination

« Ping
— ping [-1] [-a] [-n count] [-I| sixe] [-f] [-i TTL] [-v TOS] [-r count] [-s
count] [[j lista-host] | [-k host-list]] [-w waitng-time] [-R] [-S
srcaddr] [-4] [-6] destination
-4 forces the use of IPv4
-6 forces the use of IPv6

ping command default to IPv6 if available
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Basic Configuration: Windows (8)

. Examples of Ping
. ping6 www.ipv6tf.org
Pinging www.ipv6tf.org [2a01:48:1:0:2e0:81ff:fe05:4658]
from 2a01:48:1:0:9c4d:b1cd:98d5:5a32 with 32 bytes of data:
Reply from 2a01:48:1:0:2e0:81ff:fe05:4658 : bytes=32 time<1ms
Reply from 2a01:48:1:0:2e0:81ff:fe05:4658 : bytes=32 time<1ms
Reply from 2a01:48:1:0:2e0:81ff:fe05:4658 : bytes=32 time<1ms
Reply from 2a01:48:1:0:2e0:81ff:fe05:4658 : bytes=32 time<1ms
Ping statistics for 2a01:48:1:0:2e0:81ff:fe05:4658 :
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 0ms, Average = Oms
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Basic Configuration: Windows (9)

 Examples of Ping
* ping ::1
Pinging ::1 from ::1 with 32 bytes of data:
Reply from ::1: bytes=32 time<1ms
Reply from ::1: bytes=32 time<1ms
Reply from ::1: bytes=32 time<1ms
Reply from ::1: bytes=32 time<1ms
Ping statistics for ::1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms

« ping6 fe80::201:4aff:fe18:26¢7 (own link-local)
Pinging fe80::201:4aff:.fe18:26¢7 from fe80::201:4aff:fe18:26¢7%5 with 32 bytes of data:
Reply from fe80::201:4aff:fe18:26¢7%5: bytes=32 time<1ms
Reply from fe80::201:4aff:fe18:26¢c7%5: bytes=32 time<1ms
Reply from fe80::201:4aff:fe18:26¢c7%5: bytes=32 time<1ms
Reply from fe80::201:4aff:fe18:26¢7%5: bytes=32 time<1ms
Ping statistics for fe80::201:4aff:fe18:26¢7:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms
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Basic Configuration: Windows (10)

« Which are my neighbors?
— netsh interface ipv6 show neighbors

Interface 5: Local Area Connection

Internet Address Physical Address Type
fe80::201:4aff.fe18:26¢7 00-01-4a-18-26-c7 Permanent
fe80::200:87ff.fe28:a0e0 00-00-87-28-a0-e0 Stale (router)

2001:db8::201:4aff:fe18:26¢c7 00-01-4a-18-26-c7 Permanent
2001:db8::fde7:a76f:62d5:3bb9 00-01-4a-18-26-c7 Permanent

2001:db8::2a03::3 00-e0-81-05-46-57 Stale
2001:db8::1 00-00-87-28-a0-e0 Stale
2001:db8::2 00-01-4a-18-26-c/ Permanent
2001:db8::4 00-01-4a-18-26-c/ Permanent

* The reference to specific interface is done with “%”
— %5 is about interface 5
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Basic Configuration: Windows (11)

« Examples of Ping

« ping fe80::200:87ff:fe28:a0e0%5 (link-local neighbor in interface 5)

Pinging fe80::200:871f.fe28:a0e0%5 from fe80::201:4aff:fe18:26¢7%5 with 32
bytes of data:

Reply from fe80::200:87ff.fe28:a0e0%5: bytes=32 time<1ms
Reply from fe80::200:87ff.fe28:a0e0%5: bytes=32 time<1ms
Reply from fe80::200:871f.fe28:a0e0%5: bytes=32 time<1ms
Reply from fe80::200:87ff:fe28:a0e0%5: bytes=32 time<1ms
Ping statistics for fe80::200:87ff.fe28:a0e0%5:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 0Oms, Average = O0ms
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Basic Configuration: Windows (12)

 Traceroute up to XP SP1

— tracert6 [-d] [-h maximum_hops] [-w timeout] [-s srcaddr]
target name

. Traceroute

—  tracert [-d] [-h maximum_hops] [-] hosts-list] [-w waiting time]
[-R] [-S srcaddr] [-4] [-6] target_name

. -4 Forzar el uso de IPv4
. -6 Forzar el uso de IPv6
. tracert command defaults to IPv6 when available
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Basic Configuration: Windows (13)

Examples of traceroute

tracert www.lacnic.net
Tracing route to lacnic.net [2001:12ff:0:2::15] over a maximum of 30 hops:
1 1ms <1ms <1ms gr2000-00.consulintel.euro6ix.org [2001:800:40:2a05::1]
2 <1ms * 1 ms 2001:800:40:2f02::1
3 4ms 1ms 1ms 2001:800:40:2f01::2
4 10ms 4ms 4 ms data-to-tid.tid.euro6ix.org [2001:800:40:2f1a::2]
5 200ms 189 ms 189 ms 3ffe:80a::1
6 388 ms 390 ms 388 ms vogw.isc.registro.br [2001:418:0:1::10:2]
7 396 ms 396 ms 387 ms lacnic.net [2001:12ff:0:2::15]
Trace complete.
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Basic Configuration: Windows (14)

 Adding an Address:

* netsh interface ipv6 add address
InterfaceNameQOrindex IPv6Address
[[type=]unicast|anycast] [[validlifetime=]Minutes]
infinite] [[preferredlifetime=]Minutes|infinite]
[[store=]active|persistent]

« Example: netsh interface ipv6 add address 5
2001:db8::2 type=unicast validlifetime=infinite
preferredlifetime=10m store=active

« Check the configuration using netsh interface
Ipv6 show address 5
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Basic Configuration: Windows (15)

* Modifying the options in an already configured
address:

* netsh interface ipv6 set address
interface=]<string> [address=]<IPv6 address>
[type=]unicast|anycast]
[validlifetime=]<integer>|infinite]
[preferredlifetime=]<integer>|infinite]
[store=]active|persistent]

« Example: netsh interface ipv6 set address 5
2001:db8::2 preferredlifetime=infinite

» Check the configuration using netsh interface
Ipv6 show address 5
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Basic Configuration: Windows (16)

* Deleting an Address:

* netsh interface ipv6 delete address
[interface=]<string> [address=]<IPv6 address>
[[store=]active|persistent]

 Example: netsh interface ipv6 delete address 5
2001:db8::2 store=persistent

* To check the configuration using netsh
interface ipv6 show address 5
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Basic Configuration: Windows (17)

« Adding a Static Route:

* netsh interface ipv6 add route
[prefix=]IPv6Address/Integer
[interface=]String]
[nexthop=]IPv6Address]
[siteprefixlength=]Integer]
[metric=]Integer] [[publish=]{no | yes
immortal}] [[validlifetime=]{Integer |
infinite}] [[preferredlifetime=]{Integer
| infinite}] [[store=]{active |
persistent}]
« Example: netsh interface ipv6 add route 2002::/16 5
fe80::200:871f:fe28:a0e0 store=persistent
 Above, f€80::200:871f:fe28:a0e0 is the default gateway
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Basic Configuration: Windows (18)

« Showing Routes:

* netsh interface ipv6 show routes
[[level=]{normal | verbose}]
[[store=]{active | persistent}]

 Example: netsh interface ipv6 show routes

Querying active state...

Publish Type Met Prefix Idx Gateway/Interface Name
no Manual 0 2002::/16 5 fe80::200:87ff:fe28:a0e0
no Autoconf 8 2001:db8::/64 5 Local Area Connection

no Autoconf 256 ::/0 5 fe80::200:87ff:fe28:a0e0
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Basic Configuration: Windows (19)

* Deleting a Static Route:

* netsh interface ipv6 delete route
[prefix=]<IPv6 address>/<integer>
[interface=]<string> [[nexthop=]<IPv6
address>] [[store=]active|persistent]

« Example: netsh interface ipv6 delete route
2002::/16 5 fe80::200:87ff:fe28:a0e0
store=persistent

« Check using netsh interface ipv6 show routes
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Basic Configuration: Windows (20)

* Adding a Static DNS Server:

* netsh interface ipv6 add dnsserver
[interface=]String]

[address=]IPv6Address]

[iIndex=]Integer]

* |n XP SP1 is used dns instead of dnsserver

« Example: netsh interface ipv6 add dnsserver
“Local area network” 2001:db8:1000:1::947c 1

 The “index” represent the position of the DNS server just
configured in the DNS servers lists
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Basic Configuration: Windows (21)

« Showing DNS servers:

* netsh interface ipv6 show dnsservers
[[Interface=]string]

 Example: netsh interface ipv6 show
dnsservers

DNS servers in LAN interface
Index DNS server

1 2001:db8:1000:1::947¢c
2 2001:db8:1000:1::947¢c
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Basic Configuration: Windows (22)

* Deleting a Static DNS server:

* netsh interface ipv6 delete dnsserver
[interface=]<string> [[address=]<IPv6 address>|

all]

 Example: netsh interface ipv6 delete dnsserver
“Local area network™ all

« Check using netsh interface ipv6 show
dnsservers
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Basic Configuration: Linux (1)

Basic Commands (1)
— ifconfig

— ping6 <hostname>|<ipvbaddress>|[-|
<interface>] <link-local-ipvbaddress>

— traceroute6 <hostname>|<ipv6address>
— tracepath6 <hostname>|<ipvb6address>
— tcpdump
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Basic Configuration: Linux (2)

# ping6 ::1

PING ::1(::1) 56 data bytes

64 bytes from ::1: icmp_seq=1 ttI=64 time=0.047 ms

64 bytes from ::1: icmp_seq=2 ttI=64 time=0.039 ms

64 bytes from ::1: icmp_seq=3 ttI=64 time=0.042 ms

64 bytes from ::1: icmp_seq=4 ttI=64 time=0.020 ms

--- ::1 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 2999ms
rtt min/avg/max/mdev = 0.020/0.037/0.047/0.010 ms

# pingb6 -l eth0 fe80::2e0:81ff:fe05:4657

PING fe80::2e0:81ff:fe05:4657(fe80::2e0:81ff:fe05:4657) from ::1 ethO: 56 data
bytes

64 bytes from fe80::2e0:81ff:fe05:4657: icmp_seq=1 ttI=64 time=0.056 ms
64 bytes from fe80::2e0:81ff:fe05:4657: icmp_seq=2 ttI=64 time=0.055 ms
64 bytes from fe80::2e0:81ff:fe05:4657: icmp_seq=3 ttI=64 time=0.048 ms
64 bytes from fe80::2e0:81ff:fe05:4657: icmp_seq=4 ttI=64 time=0.128 ms
--- fe80::2e0:81ff:fe05:4657 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 2997ms

rtt min/avg/max/mdev = 0.048/0.071/0.128/0.034 ms
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Basic Configuration: Linux (3)

Basic Commands (2)
* Adding an Address

# /sbin/ip -6 addr add <ipv6address>/<prefixlength> dev <interface>
# /sbin/ifconfig <interface> inet6 add <ipv6address>/<prefixlength>

e Deleting an Address

# /sbin/ip -6 addr del <ipv6address>/<prefixlength> dev <interface>
# /sbin/ifconfig <interface> inet6 del <ipvbaddress>/<prefixlength>

Some commands need root permissions
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Basic Configuration: Linux (4)

Static Routes
* Showing Routes

# /sbin/ip -6 route show [dev <device>]
# /sbin/route -A inet6

* Adding a Default Route via a Gateway

# /sbin/ip -6 route add <ipvenetwork>/<prefixlength> via <ipv6address>
[dev <device>]

#/sbin/route -A inet6 add <ipvbnetwork>/<prefixlength> gw <ipv6address>
[dev <device>]
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Basic Configuration: Linux (5)

* Deleting a Default Route via a Gateway

# /sbin/ip -6 route del <ipvbnetwork>/<prefixlength> via <ipv6address>
[dev <device>]
# /sbin/route -A inet6 del <network>/<prefixlength> [dev <device>]

» Adding a Route via an interface

# /sbin/ip -6 route add <ipvbnetwork>/<prefixlength> dev <device> metric 1
# /sbin/route -A inet6 add <network>/<prefixlength> dev <device>
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Basic Configuration: Linux (6)

* Deleting a Route via an interface

# /sbin/ip -6 route del <ipvénetwork>/<prefixlength> dev <device>
# /sbin/route -A inet6 del <network>/<prefixlength> dev <device>

« Showing Neighbors Table

# ip -6 neigh show [dev <device>]

* Adding a Neighbor

# ip -6 neigh add <IPv6 address> lladdr <link-layer address> dev <device>

* Deleting a Neighbor

# ip -6 neigh del <IPv6 address> lladdr <link-layer address> dev <device>
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Basic Configuration: BSD (1)

Basic Commands
* Adding an Address

#>ifconfig <interface> inet6 add <dir. IPv6>

* Deleting an Address

#>ifconfig <interface> inet6 del <dir. IPv6>
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Basic Configuration: BSD (2)

* Persistent Configuration:

Edit file /etc/rc.conf:

ipv6_enable="YES”
ipv6_ifconfig _rl0="2001:db8:10:4::4 prefixlen 64”

In /etc/defaults/rc.conf you can find the
different parameters to configure and
the defaults values

 To make apply changes in rc.conf you
must reboot
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Basic Configuration: BSD (3)

« Static Routes
* Adding a Default Route

#>route —n add -inet6 default <dir. IPv6>

» Deleting a Default Route

#>route —n del -inet6 default
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Basic Configuration: Mac OS X (1)

Basic Commands (1)
+ ifconfig, ifconfig en1

« ping6 [-dfHNNqgtvwW] [-P policy] [-a [aAclsg]]
[-b sockbufsiz] [-c count] [-| interface] [-I walit]
[-| preload] [-p pattern] [-S sourceaddr] [-s
packetsize] [-h hoplimit] [hops...] host

 tracerouteb [-dInrv] [-f firsthop] [-g gateway]
[-m hoplimit] [-p port] [-g probes] [-s src] [-w
walittime] target [datalen]

 fcpdump
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Basic Configuration: Mac OS X (2)

« $ ping6 ::1

PING6(56=40+8+8 bytes) ::1 --> ::1

16 bytes from ::1, icmp_seq=0 hlim=64 time=0.101 ms
16 bytes from ::1, icmp_seq=1 hlim=64 time=0.117 ms
16 bytes from ::1, icmp_seq=2 hlim=64 time=0.117 ms

« $ pingb -l en1 fe80::21b:63ff:.fe0a:a963

PING6(56=40+8+8 bytes) fe80::21b:63ff:fe0a:a963%en1 --> fe80::21b:63ff.fe0a:a963
16 bytes from fe80::21b:63ff:fe0a:a963%en1, icmp_seq=0 hlim=64 time=0.082 ms
16 bytes from fe80::21b:63ff:fe0a:a963%en1, icmp_seq=1 hlim=64 time=0.117 ms
16 bytes from fe80::21b:63ff:fe0a:a963%en1, icmp_seq=2 hlim=64 time=0.148 ms
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Basic Configuration: Mac OS X (3)

Basic Commands(2)
* Adding an Address

$ sudo ifconfig <interface> inet6 2001:db8:1:1::2/64

* Deleting an Address
$ sudo ifconfig <interface> inet6 delete 2001:db8:1:1::2

» Show Configuration

$ ifconfig | grep inet6
$ ifconfig <interface> | grep inet6
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Basic Configuration: Mac OS X (4)

Static Routes
» Adding a Default Route

$ sudo route add -inet6 default [2001:db8:1:1::1, -interface en1]

* Deleting a Default Route
$ sudo route delete -inet6 default [2001:db8:1:1::1, -interface en1]

« Show IPv6 Routes

$ netstat -r -f inet6
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Basic Configuration: Exercise 1

* ping6 to link-local Address of a
Neighbor

* At the same time, capture packets using
tcpdump:

# tcpdump -t -n -i ethO -s 512 -vv ip6 or proto ipv6

» Another way to show addresses:

# /sbin/ip -6 addr show dev eth2
# ifconfig ethO

e Add and delete the address:

2001:db8:40:2a09:1:2:3:4 in the eth0 interface
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Basic Configuration: Exercise 2

Linux

 Add and delete a route through a gateway
« Add and delete a route through an interface
« Show neighbors table

* Add and delete a neighbor

BSD

* Add and delete a route through a gateway
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Stateless Autoconfiguration (1)
« RFC 2462: IPv6 Stateless Address Autoconfiguration

 Provides information about
— Network Prefix

— Routing
* Global Addresses are built by two elements
Router Host
Prefix subnet Interface ID
64 bits 64 bits

— Interface ldentifier (64 bits based on EUI-64, and usually obtained from
IEEE 48 bit MAC Address)

— Prefix obtained from de Prefix Information Options contain in the
Router Advertisements

« Easing the Configuration
— The user does not need to configure any network parameter in order to
obtain native IPv6 connectivity
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Stateless Autoconfiguration (2)

* In Windows hosts, it is enabled by default

« Check which is the autoconfigured address
— ipconfig or ipv6 if or netsh interface ipv6 show addresses

« Example: 2001:db8:10:10:201:4aff.fe18:26¢c7
— Interface Identifier EUI-64 obtained from this MAC
address: 4aff.fe18:26¢c7
— Prefix provided by the router: 2001:db8:10:10
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Stateless: Exercise 1

» Configure a Windows router to send RA

packets to the network

— netsh interface ipv6 set interface <num_interfaz>
advertise=enabled

— netsh interface ipv6 set interface <num_interfaz>
forwarding=enabled

— netsh interface ipv6 set route 2001:db8:a:1::/64
<num_interfaz> publish=yes

* Check that other computers in the network

are autoconfigured thanks to Ras

— ipconfig, ipv6 if o netsh interface ipv6 show
addresses
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Stateless: Exercise 2 (1)

» Configure a Linux router to send RA
packets to the network

 Get a ‘radvd’ daemon for the used Linux
distribution

— Fedora, Mandriva, RH

* http://www.rpmfind.net/linux/rpom2html/search.php?
query=radvd&submit=Search+...

— Ubuntu

« sudo apt-get install radvd
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Stateless: Exercise 2 (2)

 Edit /etc/radvd.conf file with the following
content

interface eth00

{
AdvSendAdvert on;

MinRtrAdvinterval 3;
MaxRtrAdvinterval 5;

AdvHomeAgentFlag off;

prefix 2001:db8:1234:5678::/64

{
AdvOnLink off;

AdvAutonomous on;
AdvRouterAddr off;

%
: onsulj
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Stateless: Exercise 2 (3)

* Enable routing capabillity

— echo 1 > /proc/sys/net/ipv6/conf/all/forwarding

 Launch radvd daemon

— sudo radvd [-hv]

» Check that other computers in the
network are autoconfigured thanks to

our radvd daemon

— Ifconfig
— sudo tcpdump -t -n -i ethO -vv ip6 or proto ipv6
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Stateful Autoconfiguration (1)

« RFC3315 DHCPv6
 Similar to DHCP in IPv4

 An |IPv6 address is provided. This address can be different each time a
node gets connected

* Provides information complementary to the stateless one
— DNS Server (could be IPv6)
— domain name
— NTP server (could be IPv6)
— SIP server (could be IPv6)
— SIP domain name
— Prefix delegation
— Etc.
« DHCPv6 implementations are available
— Software for the main Operating Systems for host
— Dedicated appliances
* |s needed the instalation of DHCPVG6 server and/or client
» http://www.ipv6-to-standard.org
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Stateful: Exercise 1 (1)

» Configuring a DHCPv6 Server on Linux

— Get the DHCPvV6 implementation for
Linux (Dibbler)

— « http://klub.com.pl/dhcpv6/dibbler/
— e+ sudo apt-get install dibbler-server [dibbler-client, dibbler-relay]

—Make sure these directories exist

« /var/lib/dibbler
» /etc/dibbler

W/TPEIHGPORTAL COﬁﬂ o9



Stateful: Exercise 1 (2)

« Edit the file /etc/dibbler/server.conf

log-level 7
log-mode short

iface “eth0” {

T1 1000

T2 2000

class {

pool 2001:db8:1234:5678::10- 2001:db8:1234:5678 ffff.ffff.ffff.ffff
}

option dns-server 2001:db8:1::2,2001:db8:1::4
option domain example.com, test1.example.com

}

» The given addresses will be in the prefix 2001:db8:1234:5678 ::/64 starting from
2001:db8:1234:5678 ::10

 Launch dhcpv6 server

— dhcpv6_server run o sudo dibbler-server run [start, stop, status, help]

e Check

— /var/log/dibbler
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Stateful: Exercise 2 (1)

» Configure DHCPV6 Client in Linux

— Get a DHCPvV6 implementation for
Linux (Dibbler)

 http://klub.com.pl/dhcpv6/dibbler/
« sudo apt-get install dibbler-client [dibbler-server, dibbler-relay]

—Make sure these directories exist

« /var/lib/dibbler
» /etc/dibbler
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Stateful: Exercise 2 (2)

Edit the file /etc/dibbler/client.conf

log-mode short

iface ethO

{

IA
option dns-server
option domain

}
With this configuration you get

— An IPv6 address
— DNS servers
— Domain name

Launch dhcpv6 client

— dhcpv6-client run o o sudo dibbler-client run [start, stop, status, help]

Check

— /var/log/dibbler , also ‘ifconfig ethQ’ to check if you have got an IPv6 address
In /etc/resolv file you can check the DNS servers obtained
Note that you don'’t get routing information, so you can’t make ping6
— The routing information is obtained by means of stateless autoconfiguration (RA)
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Privacy Extensions (1)

RFC 3041 Privacy Extensions for Stateless
Address Autoconfiguration in IPv6

Extension of Stateless Autoconfiguration

It generates a global address that changes
over time

It makes more difficult to identify when
different addresses used in different
transactions actually correspond to the same
node
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Privacy: Windows (1)

From Windows XP/2003, it is enabled by default
netsh interface ipv6 show privacy to see the
status

ipconfig, ipv6 if or netsh interface ipv6 show
addresses to see the autoconfigured address

To disable it:

— netsh interface ipv6 set privacy state=disabled
store=persistent

— ipv6 [-p] gpu UseTemporaryAddresses no
To check the change ipconfig, ipv6 if or netsh

interface ipv6 show addresses

In XP/2003 is posible to need “disable” and “enable” the physical interface
on Network Connection in order to really see the change
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Privacy: Windows (2)

 Additional options with netsh command.:

* netsh interface ipv6 set privacy
[state=]enabled|disabled]
[maxdadattempts=]<integer>]
[maxvalidlifetime=]<integer>]
[maxpreferredlifetime=]<integer>]
[regeneratetime=]<integer>]
[maxrandomtime=]<integer>]
[randomtime=]<integer>] [[store=]active|
persistent]
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Privacidad: Linux
Disable by default

— Enable -temporal

sysctl -w net.ipv6.conf.all.use tempaddr=2
sysctl -w net.ipv6.conf.default.use tempaddr=2
sysctl -w net.ipv6.conf.ethO.use tempaddr=2

— Enable - permanent

. Editar en /etc/sysctl.conf
. net.ipv6.conf.all.use tempaddr = 2
. net.ipv6.conf.default.use tempaddr = 2
. net.ipve.conf.ethO.use tempaddr = 2
. Restart
— Disable

sysctl -w net.ipv6.conf.ethO.use tempaddr=0
sysctl -w net.ipv6.conf.all.use tempaddr=0
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Privacidad: MAC OS X

Disable by default

— Enable -temporal
sysctl net.inet6.ip6.use tempaddr=1

— Disable
sysctl net.inet6.ip6.use tempaddr=0
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Part 3

Transition Mechanisms
Configuration
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Transition Mechanisms

* |Pv6 has been designed for easing the
transition and coexistence with IPv4

« Several strategies have been designed for
coexisting with IPv4 hosts

— Dual stack: Simultaneous support for both
IPv4 and IPv6 stacks

— Tunnels: IPv6 packets encapsulated in
IPv4 ones
* This is the commonest choice

— Translation: This should be the last choice
because it isn’'t perfect
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Dual Stack (1)

Paonystack  © T he hosts have

IPv6 and IPv4
IPv6 only stack dual stack
IPv6 IPv6 IPv4
Application Application Application
TCP/IUDP TCPIUDP
IPv6 IPv6 IPv4

IPv6, IPv6 or IPVv6-
@ IPv4 stacks
5 * |Pv6-only

communications

TCP/UDP

==> |Pvb6 stack,

IPv4

assuming IPv6

network support

-

Dual Stack Mechanism

REC

i

* |Pv4-only
communications
==> |Pv4 stack
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Dual Stack (2)

IPv6 only stack

IPv6

Application

IPv6 and IPv4
dual stack

IPv4 only stack

IPv6 IPv4
Application Application

IPv4

Application

IPv6

IPv4

Dual Stack Mechanism
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Tunnels IPv6 in IPv4 (1)

« Used to provide
IPv6 connectivity in
IPv4-only networks

* |Pv6 packets are
encapsulated into
IPv4 packets

* The resulting
Tunnel Mechanism paCketS flow
through IPv4

networks towards
the tunnel end point
(TEP)
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Tunnels IPv6 in IPv4 (2)

Tunnel Mechanism
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Type of Tunnels IPv6 in IPv4 (1)

* There are different ways for encapsulating
the IPv6 packets into IPv4 ones

IPv6 IPv6
IPv6 GRE UDP
IPv4 IPv4 IPv4

« Same for IPv4 being used in IPv6-only
networks
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Types of Tunnels IPv6 in IPv4 (2)

« Some transition mechanism based on tunnels:
— 6in4 (*) [6in4]
— 1B (%) [TB]
— TSP [TSP]
— 6to4 (*) [6to4]
— TEREDO (*) [TEREDO], [TEREDOC]
— Automatic tunnels[TunAut]
— ISATAP [ISATAP]
— 6over4 [6overd]
— AYIYA [AYIYA]
— Silkroad [SILKROAD]
— DSTM [DSTM]

* (*) Commonest mechanisms and explained in depth in the
following slides
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6in4 Tunnels

It encapsulates directly the IPv6 packet
into the IPv4 packet Commun path or allIPvE
It is usually used between:
— end host ==> router
— router ==> router

However, it is also possible for S 00t 5402600621126
— end host ==> end host

From the point of view of IPv6 the tunnel is considered as a point-to-point link
— Only an IPv6 network-hop although several IPv4-hops exist in the path
The IPv6 addresses of both tunnel-ends belong to the same prefix

All the IPv6 connections of the end-host flow always through the router located at the
tunnel-end-point

The 6in4 tunnels can be built from end-hosts located behind a NAT box

— Itis essential that the NAT implementation supports “proto-41 forwarding” [PROTO41] to let
the IPv6-encasulated packets traverse the NAT box
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Consultores Integrales en Telecomunicaciones




Tunnel Broker (1)

RFC3053 IPv6 Tunnel Broker

The 6in4 tunnels require the manual configuration of the devices involved in
the tunnel creation
To easy the address assignment and the IPv6 tunnel creation, the Tunnel
Broker (TB) concept has been developed

— Itis a intermediate host which the end user is connected, usually by using a web

browser

The user asks to the TB the creation of an IPv6 tunnel. The TB assigns to
the user an IPv6 address and gives to the user instructions for building the
tunnel in the user’s side

The TB also configures the router, which is the TEP for the end user

In http://www.ipv6tf.org/using/connectivity/test.php exists a list of available
TBs

TSP [TSP] is a special case of TB because it is based on an application
installed in the user’s host which contacts to the TSP server to built the IPv6
tunnel. However, the concept is similar to the one previously enounced
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Internet
IPv4

2001 :db8:40:2a04a::82/126

JIIEE

Router — Tunnel Server
2001:db8:40:2a0a::81/126
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6to4 Tunnels (1)

- IPv6 A . r
TE Internet  wative '™ P IPV6
. &2 host
(3 )

6to4 server/
relay

IPv4
Internet

6to4 tunnel \

6tod




6to4 Tunnels (2)

IPv6 packets are encapsulated into IPv4 ones, in a
similar way than the 6in4 tunnels

Differences:

— The user’s IPv6 address does not depend on the router used to
get IPv6 connected but on the public IPv4 used by the user
* Prefix 2002::/16

— All the user’s outgoing IPv6 packets are always sent to the same
“6to4 relay”. However the user’s incoming IPv6 packets could
come from different “6to4 relays”

IPv4 anycast prefix:

— 192.88.99.1
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TEREDO (2)

TEREDO [TEREDO] [TEREDOC] is thought for providing IPv6 to hosts that
are located behind a NAT box that is not “proto-41 forwarding”

— It encapsulates the IPv6 packets into UDP/IPv4 packets
It only works in the following NAT types

— Full Cone

— Restricted Cone

— Symmetric (supported from Windows Vista)

TEREDO uses different agents to work:

— TEREDO Server

— TEREDO Relay

— TEREDO Client

The user configures in its host a TEREDO Server which provides an IPv6
address from the 2001:0000::/32 prefix and such an address is based on
the user’s public IPv4 address and used UDP port

— If the TEREDO Server is also a TEREDO Relay, the user has also IPv6
connectivity with any IPv6 hosts

— Otherwise, the user only has IPv6 connectivity with other TEREDO
users

Microsoft currently provides public TEREDO Servers for free, but not
TEREDO Relays
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Softwires: RFC4925

* Protocol being discussed within IETF’'s Softwire WG.
Characteristics:

— “Universal” transition mechanism based on tunnels
* |Pv6-in-IPv4, IPv6-in-IPv6, IPv4-in-IPv6, IPv4-in-IPv4
 NAT traversal on access networks
» Provides IPv6 prefix delegation (/48, /64, etc.)
» User authentication for tunnel creation using AAA infrastructure
» Possibility of secure tunnels
» Low overhead of IPv6 packets over the tunnels
» Supports portable devices with scarce hardware resources

— Will enable provision of IPv6 connectivity to devices like ADSL
routers, mobile phones, PDAs, etc. when no native IPv6 connectivity
exists

— Could provide IPv4 connectivity to devices with IPv6 only connectivity
» Softwires is not a new protocol but the definition of how to

use existing protocols in order to provide |IPv6 connectivity on
IPv4 only networks and vice versa

 |tis based on L2TPv2 (RFC266 V 3991




Softwires Encapsulating based
on L2TPv2

 Described on RFC5571

* There are two entities:
— Softwires Initiator (Sl): agent who solicits the tunnel
— Softwires Concentrator (SC): agent who creates the tunnel (tunnel

end-point)
 PPP is used to transport IPvx (x=4 or 6) in IPvx (x=4 or 6)
packets
— Optionally PPP packets can be encapsulated on UDP for NAT
traversal
IPv6-in-IPv4 Tunnel IPv4-in-IPv6 Tunnel IPv6-in-IPv6 Tunnel [Pv4-in-IPv4 Tunnel
IPv6
IPv6 PPP IPv4 IPv6 IPv4
PPP Soft. Hdr. PPP PPP PPP
Soft. Hdr. UDP* Soft. Hdr. Soft. Hdr. Soft. Hdr.
IPv4 IPv4 IPv6 IPv6 IPv4

* Optional

s
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Softwires Based on L2TPv2
_evs | pee |

L2TP

header

L2TP
header
‘U
 There are a Control and a Data Plane
« PPP is used as an encapsulating pbrotoco
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Example of Use

* An expected use of Softwires is for providing IPv6 connectivity to
domestic users through an |IPv6-only access network

— The SC is on ISP’s network (DSLAM, Aggregation Router, or other device)
— The Sl is on user’s network (the CPE or other device)

— The SC provides IPv6 connectivity to the Sl and the Sl act as IPv6 router for
user networks

— Prefix delegation (DHCP-PD) is used between the SC and the Sl to provide
an IPv6 prefix (typically a /48)

» Other uses are possible:
— VPNSs over IPv4 or IPv6

IPv6
— |IPv4 connectivity over an IPv6-only access network Internet
e |
CPE and Sl | W
N
-
Private LAN ?\ Praiocess ST TP
SR 1 — | IPva
2 :- S :- . :- ——  IPv6 Traffic H, AAA internet

— |Pv4 Traffic
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Softwires Encapsulating Based
on L2TPv3

« Same philosophy as with L2TPv2 but with L2TPv3
particularities:

— Transport over IP/UDP of other layer two protocols different than PPP:
HDLC, FR, ATM, Ethernet or MPLS

— Enhanced header format for better performance in the SC (speeds
equal to T1/E1, T3/E3, OC48)

— Minimum overhead on encapsulated packets (only 4 to 12 extra bytes)
— Adds EAP as authentication mechanism to CHAP and PAP used in

L2TPv2
IPv6-in-IPv4 Tunnel ([« HDLC
- PPP
IPv6 e FR
IPv6 Layer2 | —— { * ATM
 Ethernet
Layer 2 Soft. Hdr . MPLS
Soft. Hdr. UDP* \
IPv4 IPv4

* Optional ZTHZIPvGPORTAL COﬁﬂ 7



Translation IPv4/IPv6

Internet
IPv4

Translation Mechanism

e

There are several solutions, but
all of them try to translate IPv4
packets into IPv6 and vice-
versa

— [SIT], [BIS], [TRT],

[SOCKSvV64]

The commonest is NAT-PT
[NATPT], [NATPTIMPL]

— An intermediate node (router)
modifies the IPv4 headers to
convert them into IPv6 headers

— The treatment of the packets is
complex
It is the worst solution because
the translation is not perfect and
it requires ALGs support, in the
same way that IPv4-NATs

— DNS, FTP, VolP, etc.
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Configuration of Transition
Mechanisms: Exercises

E1: Setup a 6in4 tunnel between two alumni’s hosts
E2: Delete the 6in4 tunnel

E3: Get IPv6 connectivity by means of a 6in4 tunnel by using a
B

— See the path to different IPv6 web sites
— See the path to the provided IPv6 address from a looking glass

E4: Get IPv6 connectivity by means of a 6to4 tunnel
— See the path to different IPv6 web sites
— See the path to the provided IPv6 address from a looking glass

E5: Setup a 6to4 relay (Windows)

EG: Setup a TEREDO Client (Windows XP/2003)
E7: Setup a TEREDO Client (Linux)

E8: Setup a TEREDO Server (Linux)

E9: Usage of IPv4/IPv6 proxies
— 46Bouncer
— Windows XP/2003
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E1: 6ind4 Tunnel Setup (1)

Exercise to be made with partners (*)

— Alumni A==>ADD_IPv4_A

— Alumni B==>ADD_IPv4 B

Alumni A sets up the tunnel in his side by using the following data:

— Local IPv6 address ==> ADD _[Pv4_A

— Remote IPv4 address ==> ADD_IPv4 B

— |IPv6 address ==> 2001:db8:20:30::12/126

— |Pv6 gateway address ==> 2001:db8:20:30::11/126

Alumni B sets up the tunnel in his side by using the following data:

— Local IPv4 address ==> ADD IPv4_ B

— Remote IPv4 address ==> ADD_IPv4_A

— |IPv6 address ==> 2001:db8:20:30::11/126

— |Pv6 gateway address ==> 2001:db8:20:30::12/126

Check IPv6 connectivity between both alumni

Alumni A ==> ping6 IPv6_Address Alumna_B

 Alumni B ==> ping6 IPv6_Address_Alumna_A

Enable forwarding

* Alumni A ==> enable forwarding in both tunnel and LAN interfaces
* Alumni B ==> enable forwarding in both tunnel and LAN interfaces

(*) This exercise does not provide global IPv6 connectivity, just IPv6 connectivity

between alumni A and alumni B
V2 /THE IPv6 PORTAL coﬁ Tel
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E1: 6ind4d Tunnel Setup (2)

Scripts for setting up 6in4 tunnels
— Windows XP/2003 (from the command line window)

» netsh interface ipv6 add vev4tunnel “Tunnel01" Address_IPv4 local
Address_IPv4 _remote

» netsh interface ipv6 add address “Tunnel01" Address IPv6
* netsh interface ipv6 add route ::/0 “Tunnel01" Address_gateway |IPv6
publish=yes
» netsh interface ipv6 set interface “Tunnel01” forwarding=enable
* netsh interface ipv6 set interface “LAN” forwarding=enable
— Linux/UNIX (from the shell)
* modprobe ipv6

* ip tunnel add Tunnel01 mode sit remote Address_|IPv4 remote local
Address_[IPv4 local ttl 255

* ip link set Tunnel01 up
 ip addr add Address_IPv6/126 dev TunnelO1
 ip route add 2000::/3 dev TunnelO1
— FreeBSD
 gifconfig gif0O Address_|IPv4_local Address_IPv4 remote
« ifconfig gif0 inet6 Address IPv6 Address gateway_ IPv6 prefixlen 128
» route -n add -inet6 default Address_gateway |IPv6
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E1: 6ind4d Tunnel Setup (3)

» Scripts for setting up 6in4 tunnels

— FreeBSD >=44
« ifconfig gifO create
« ifconfig gifO tunnel Address_IPv4 local Address |IPv4 remote
« ifconfig gif0 inet6 Address IPv6 Address gateway_ IPv6 prefixlen 128
» route add -inet6 default Address_gateway |IPv6

— NetBSD
« ifconfig gif0 Address_IPv4 local Address IPv4 remote
« ifconfig gif0 inet6 Address IPv6 Address _gateway |IPv6 prefixlen 128
» route -n add -inet6 default Address _gateway IPv6

— OpenBSD
« ifconfig gifO giftunnel Address_IPv4_local Address IPv4 _remote
« ifconfig gif0 inet6 Address IPv6 Address gateway_ IPv6 prefixlen 128
* route -n add -inet6 default Address_gateway |IPv6
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E2: Deleting 6in4 tunnels (1)

« EXxercise to be done by each alumni (individually)

* The alumni deletes the tunnel configured
previously according to the configuration script of

its Operating System
 The alumni has to check that the tunnel has been
deleted by using:
— Ipconfig on Windows XP/2003
— ifconfig on Unix/Linux/*BSD
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E2: Deleting 6in4 Tunnels (2)

» Scripts for deleting 6in4 tunnels
— Windows XP/2003 (from the command line window)

» netsh interface ipv6 del route ::/0 “Tunnel01"
Address gateway [IPv6

* netsh interface ipv6 del address “Tunnel01" Address IPv6
» netsh interface ipv6 del int “Tunnel01"
— Linux/UNIX (from the shell)
* ip route del 2000::/3 dev Tunnel01
 ip addr del Address_IPv6/126 dev TunnelO1
 ip link set Tunnel01 down

 ip tunnel del Tunnel01 mode sit remote Address IPv4 remote
local Address_IPv4 local ttl 255

— FreeBSD
» route delete -inet6 default
« ifconfig gif0 inet6 delete Address IPv6
» ifconfig gif0O down
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E2: Deleting 6in4 Tunnels (3)

» Scripts for deleting 6in4 tunnels

— FreeBSD >=4.4
 route delete -inet6 default Address _gateway |IPv6
+ ifconfig gif0 inet6 Address IPv6 prefixlen 128 delete
« ifconfig gifO delete

— NetBSD
* route delete -inet6 default
« ifconfig gifO inet6 delete Address_IPv6
» ifconfig gif0 down

— OpenBSD
« ifconfig gifO inet6 delete Address_IPv6
* ifconfig gifO deletetunnel
* ifconfig gif0 down
 route delete -inet6 default
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E3: IPv6 Connectivity viaa TB

1. Choose a TB from http://www.ipv6tf.org/using/connectivity/
test.php

2. Follow the steps provided by the TB
3. Check that the IPv6 connectivity is available
— pingo6, traceroute6 (ping & tracert on windows)
www.kame.net, www.6power.org, www.ipv6.org
— Browsing to the same web sites

4. Check the path to the assigned IPv6 address from an external
looking glass

— http://www.ipv6tf.org/using/connectivity/looking_glass.php
— http://www.ipv6.udg.mx/lg.php
— http://www.v6.dren.net/lg/
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E4: IPv6 Connectivity with 6to4 (1)

1. Choose a 6to4 relay from http://www.ipv6tf.org/
using/connectivity/6to4.php

2. Follow the configuration script according to the
proper Operating System

3. Check that the IPv6 connectivity is available
— pingo6, traceroute6 (ping & tracert en windows)

« www.kame.net, www.6power.org,
WWW.ipv6.org

— Browsing to the same web sites

4. Check the path to the assigned IPv6 address from
an external looking glass

— http://www.ipv6tf.org/using/connectivity/
looking_glass.php

— http://www.ipv6.udg.mx/lg.php
— http://www.v6.dren.net/jgs
Y C@ 7?’ - 107
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E4: IPv6 Connectivity with 6to4 (2)

« Scripts for deleting the 6to4 tunnels
— Windows XP/2003 (from the command line window)

. ?22361 int ipv6 6to4 set relay <Address 6TO4 RELAY> enabled

— Linux/UNIX (from the shell)

 ip tunnel add tun6to4 mode sit ttl 80 remote any local
<Address_public IPv4 local>

 ip link set dev tun6to4 up
* ip -6 addr add 2002:XXYY:ZZUU::1/16 dev tun6to4
* ip -6 route add 2000::/3 via ::192.88.99.1 dev tun6to4 metric 1

* Note that XXYY:ZZUU is the hexadecimal notation for
Address public_IPv4 local (the public IPv4 address) according

to the following:

. Address_public_IPv4_local = 60.172.21.22 -> 60 -> 3C

. 172 -> AC
[ 21 -> 15
. 222 -> DE

* 60.172.21.22 -> XXYY:ZZUU_=
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E4: IPv6 Connectivity with 6to4 (3)

» Scripts for deleting 6to4 tunnels
— *BSD
« Be sure that there is at least one stf(4) interface configured in the kernel

— In http://www.netbsd.org/Documentation/kernel/ information about
that can be found

« ifconfig stfO inet6 2002:XXYY:ZZUU::1 prefixlen 16 alias
* route add -inet6 default 2002:c058:6301::1

* Note that XXYY:ZZUU is the hexadecimal notation for
Address_public_IPv4 local (the public IPv4 address) according to the
following:

. Address_public_IPv4_local = 60.172.21.22 -> 60 -> 3C

. 172 -> AC
. 21->15
. 222 -> DE

« 60.172.21.22 -> XXYY:ZZUU = 3CAC:15DE
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E5: 6to4 Relay (1)
Windows 2003

« The 6to4 Relay configuration is done using netsh interface ipv6 set

— netsh interface ipv6 set interface interface="“Local area connection"
forwarding=enabled

— netsh interface ipv6 set state state=enabled undoonstop=disabled

— netsh interface ipv6 set relay name=192.88.99.1 state=enabled
interval=1440

» Instead the anycast address 192.88.99.1, is possible to use any of http://
www.ipv6tf.org/using/connectivity/6to4.php

— netsh interface ipv6 set routing routing=enabled sitelocals=enabled

 Every 6to4 packet received by the “Local area connection” interface will be
forwarded to the proper IPv6 destination

* In order to check the 6to4 relay configuration

— A 6to4 tunnel can be configured in other host (following the instructions of

previous slides) and the 6to4 server in such a new host will be the 6to4
relay just configured

— Doing ping and traceroute to check IPv6 connectivity
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ES5: 6to4 Relay (2)
Windows Vista and 7

« The 6to4 Relay configuration is done using netsh interface ipv6 6to4 set

— netsh interface ipv6 6to4 set interface " Local area connection "
routing=enabled

— netsh interface ipv6 6to4 set state state=enabled undoonstop=disabled

— netsh interface ipv6 6104 set relay name=192.88.99.1 state=enabled
interval=1440

» |nstead the anycast address 192.88.99.1, is possible to use any of
http://www.ipv6tf.org/using/connectivity/6to4.php

— netsh interface ipv6 6to4 set routing routing=enabled sitelocals=enabled

» Every 6to4 packet received by the “Local area connection” interface will be
forwarded to the proper IPv6 destination

* In order to check the 6to4 relay configuration

— A 6to4 tunnel can be configured in other host (following the instructions of

previous slides) and the 6to4 server in such a new host will be the 6to4
relay just configured

— Doing ping and traceroute to check IPv6 connectivity
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E6: TEREDO Client
Windows

Windows XP/2003 have an implementation of TEREDO Client
From a DOS window type the following:

— set teredo client teredo.ipv6.microsoft.com. 60 34567
— a public TEREDO Server by Microsoft is used

teredo.ipv6.microsoft.com
There exist other experimental TEREDO Server/Relays (without guarantied service)
— teredo.remlab.net (France)
— teredo.autotrans.consulintel.com (Spain)
— teredo.ipv6.microsoft.com (USA, Redmond) (default for Windows XP/2003/2008/Vista/7)
— teredo.ngix.ne.kr (South Korea)
debian-miredo.progsoc.org (Australia)
Check the provided IPv6 address
— ipconfig
Check the data of the TEREDO interface

— netsh int ipv6 show teredo
— netsh int ipv6 show int teredo

SI?bal IPv6 connectivity is not provided because Microsoft does not provide any TEREDO
elay

IPv6 connectivity with other TEREDO clients is available
— Check by pinging to the IPv6 address of other alumni’s TEREDO Client
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E7: Cliente TEREDO
Linux

* There are TEREDO implementations for other OSs such as

— Linux: http://www.remlab.net/miredo/
— FreeBSD: http://www-rp.lip6.fr/iteredo/

* For Linux, get the TEREDO Client (Miredo)

— Linux

* http://www.remlab.net/miredo/
— Ubuntu

« sudo apt-get install miredo

e Check

— Ifconfig
teredo Link encap:UNSPEC HWaddr 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00
inet6 addr: fe80::ffff:ffff.ffff/64 Scope:Link
inet6 addr: 2001:0:53aa:64c¢:855:2fda:a826:a6d2/32 Scope:Global
UP POINTOPOINT RUNNING NOARP MTU:1280 Metric:1
RX packets:443 errors:0 dropped:0 overruns:0 frame:0
TX packets:487 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:500
RX bytes:528574 (528.5 KB) TX bytes:40575 (40.5 KB)

« Which is my TEREDO Server/ReIay’? #cat /etc/miredo/miredo.conf




E8: TEREDO Server

Linux
Get the TEREDO Server (Miredo)

— Linux
* http://www.remlab.net/miredo/
— Ubuntu

« sudo apt-get install miredo-server

Edit the file /etc/default/miredo-server
 Descomentar START_MIREDO_ SERVER=true

Create/edit the file /etc/miredo/miredo-server.conf
— ServerBindAddress 192.0.2.221
— Prefix 2001:0::

Start the server

— sudo miredo-server run

Check by connecting a TEREDO client with this server

— In the file of the client /etc/miredo/miredo.conf you shuld edit
» ServerAddress [ipv4 address of the TEREDO server]
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E9: Use of IPv4/IPv6 Proxies (1)

» IPv4/IPv6 proxy is not the same that a transition
mechanism based on translation (NAT-PT)

* Proxy is an intermediate host working on the
application level

— It receives TCP connections over a protocol (IPv4 or IPv6)
and it extracts all the data from the application level

— Then it establishes TCP connection (IPv6 or IPv4) with the
destination host and it put in the new connection the
application data extracted in the previous step

|t allows connections between
— Client IPv4 ==> Proxy IPv4/IPv6 ==> Server IPv6
— Client IPv6 ==> Proxy IPv6/IPv4 ==> Server IPv4

 There are two well-known proxies
— 46Bouncer (Windows y Linux)
— Windows XP/2003
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E9: Use of IPv4/IPv6 Proxies (2)

* Implement a IPv4/IPv6 Proxy on Windows XP/2003

— Forward the TCP/ IPv4 8220 port to the TCP/IPv6 80 port of
www.kame.net (2001:200:0:8002:203:4 7ff:fea5:3085)

— netsh int port set v4tove Port v4 TCP_local
Address IPv6 _remote Port v6 TCP_remote
Address IPv4 local

— netsh int port set v4tove 8220
2001:200:0:8002:203:4 7ff.fea5:3085 80 Address IPv4_local

— Check with http://address_|Pv4 local

* Implement a IPv6/IPv4 Proxy on Windows XP/2003

— Forward the TCP/IPv6 8330 port to the TCP/IPv4 80 port of
www.kame.net (203.178.141.194)

— netsh int port set v6tov4 8330 203.178.141.194 80
Address IPv6 local
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Part 4

Examples of Applications
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IPv6 Applications (1)

* Client-Server model implies that it is possible
to have Client/Server applications working:

— IPv4 Only
— IPv6 Only
— IPv4 + IPv6

* Thus provides a set of combinations that is
needed to consider jointly with the availability
or unavailability of IPv4/IPv6 connectivity
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IPv6 Applications (2)

 DNS lookups are used to make or
differentiate an available service through
|IPv4 and/or IPv6

* If a clients wants to connect to
service.example.com, when resolving the
domain name he/she can get an IPv4, IPv6
or both addresses

* |n the case of getting both (v4 and v6) it is up
to the client which protocol (v4/v6) to choose.
The common practice is to choose v6 as the
first option by default
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IPv6 Applications (3)

2X PuTTY Configuration

Cateqory:

= Session Basic options for your PUTTY session

&1 L.og|g|ng Specify your connection by host name or IP address

= | #imina Host Name [or IP address) Port
Keyboard
Bel 2001:0b8::1 |22 |
Features Protocol:

= Window O Raw O Telnet  ORlogn (&) 55H
.&ppea.rance Load, save or delete a stored session
Behaviour
Translation Saved Sessions
Selection { 2001:db8::1
Colours 2001:db8:1 N

(=) Connection 2001:db&:2
Data 2001:db8::3
Prosy 2001:db8::4

2001:db8::5
Teket 2001:db8:6
Rlogin 2001:db8::7 v
#-SSH
Close window on exit:
O always O Never (&) Only on clean exit

[ Open ] [ Cancel

Putty

IPv4/IPv6 Client for
Telnet and SSH

Very useful for
Administration and
Management of
devices

Available at http://

www.chiark.greenen
d.org.uk/~sgtatham/
putty/download.html
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IPv6 Applications (4)

Ethereal and Wireshark
Captures y Decodes IPv4/IPv6 Traffic

Very useful for connectivity validation and troubleshooting
http://www.ethereal.com y http://www.wireshark.org

4! Marvell Yukon Ethemet Controller.: Capturing - Wireshark

File Edit View Go (Capture Analyze Statistics Help

B oa e BX2e ae+»T2/([EE Qaan #2m%| 8
Eilter.l v Expression.. Clear Apply
No. . Time Source Destination Protocol Info b
1876 145.774985 Hitachi_28:a0:el Broadcast ARP who has 10.0.0.2487 Tell 10.0.0.4
1877 147.761561 2a01:48:1:1::ff 2a01:48:1:1:2110:7263:8cb7:1ab3 ICMPV6  Neighbor solicitation
1878 147.761743 2a01:48:1: 17263:8cb7:1ab3 ff02::1:ff00:ff1 ICMPv6 Neighbor solicitation
2a01:48:1:1 il 2201:48:1:1:2110:7263:8cb7:1ab ICMPVO advertisement
1880 147.763427 2a01:48:1:1:2110:7263:8cbh7:1ab3 2a01:48:1:1::ff1 ICMPV6  Neighbor advertisement
1881 147.774932 Hitachi_28:a0:el Broadcast ARP who has 10.0.0.2487 Tell 10.0.0.4
1882 148.629369 fe80::3572:2b60:e9dd:aeca fe80::200:87ff:fe28:a0el ICMPV6  Neighbor solicitation e
1883 148.630528 fe80::200:87ff:fe28:a0el fe80::3572:2b60:e9dd:aeca ICMPV6  Neighbor advertisement m
1884 149.775047 Hitachi_28:a0:el Broadcast ARP who has 10.0.0.2487 Tell 10.0.0.4 ~

< | (T )

@ Frame 1879 (86 bytes on wire, 86 bytes captured)
# Ethernet II, Src: Hitachi_28:a0:el (00:00:87:28:a0:el), Dst: Quantaco_45:7c:68 (00:1e:68:45:7c:68)
@ 0110 .... = Version: 6
0000 0000 .... «vev vvue wuen .... = Traffic class: 0x00000000
seee ssss s 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000
payload length: 32
Next header: ICMPv6 (0x3a)
Hop Timit: 255
Source: 2a01:48:1:1::ff1 (2a01:48:1:1::ff1)
Destination: 2a01:48:1:1:2110:7263:8cb7:1ab3 (2a01:48:1:1:2110:7263:8ch7:1ab3)
= Internet Control Message Protocol v6
Type: 136 (Neighbor advertisement)
Code: 0
Checksum: 0x93f7 [correct]
# Flags: 0xe0000000
Target: 2a01:48:1:1::ff1
= ICMPv6 option (Target link-layer address)
Type: Target link-Tayer address (2)
Length: 8
Link-Tayer address: 00:00:87:28:a0:el

0000 68 45 a0 el 86 dd [d9
0010 00 01 00 01 00 00
0020 00 01 00 01 21 10
0030 e0 00 00 00 2a 01
0040 00 48 00 01 00 01 00 00 00 00 00 00 Of f1 02 01
0050 00 00 87 28 a0 el

|...m

Internet Protocol Version 6 (ipv6), 40 bytes Packets: 2084 Displayed: 2084 Marked: 0 Profile: Default ]



IPv6 Applications (5)

VLC
Multimedia Client and Server
Unicast y Multicast Support

Available at http://www.videolan.org/vic/

£ VLC media player

2 I B W« » s

File View Settings Audio Yideo MNavigation Help

EEX
¢ @)

x1.00  udp:/i@

[
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IPv6 Applications (6)

Microsoft Windows Media Player and Server
Multimedia Client and Server
It supports both IPv4/IPv6 Unicast/Multicast

http://www.microsoft.com/windows/windowsmedia/
default.aspx

WMP Client
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IPv6 Applications (7)

VNC
— Remote Access to a PC using IPv6
— Graphic Environment

Client/server Model

— Server installed in remote PC which is the target

— Client installed in local PC for remote access
Supported for

— Windows XP

— Linux
Available at

— http://jungla.dit.upm.es/~acosta/paginas/vnclPv6.html
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IPv6 Applications (8)

he IPv6 Portal - Mozilla Firefox
File Edit Yew Go Bookmarks Tools Help o

http: f fwww. ipvetf org/news/newsroom. php

« Web r— 0

IPvé news

newsroom

e The most common . 10 ¢ o e

New publication: IPv6 - Leqal &
|

SEARCH

o s of the New Internet

[l ] /—
‘ I I e n tS L F I refOX I E ® B a bal IPvE Surmmit slides available fe n‘ulim\ Society w
a ) I

* New IPv6 Cluster publication: IPv6 and Broadband

Are you a.?

Other News :sgl.I;RNICYALlngR
KO q u e O p e a : OMB details milestones to move to IPv6 >1SP
I l l l I rivate business lags be tagon in T = 5~ 11;
) y Esli: el Pasted by: Jrd on Wedhesdiy, Aug.st @3, 2005 - 11:07 P 5 =

(Aug 04, 2005)

n - Agencies may have until June 30, 2008, to transition to Intemet Protocol Yersion 6, but the > ENGINEER
6 planning starts now, > END USER
a a rI ust how big is I ,‘ < The Office of Management and Budget has released a memo that gives agencies until Now,
(n;lu 03, }““2}) IPv6 TASK FORCE 15 to assign an official to coordinate the move to the new protocel and complete an inventory Keep informed, visit our

of existing routers, switches and hardware firewalls,

> NEWSROOM

Future-proc n (11 Reads) Read more ... comments? -

network
® rv r ; l \ h o Tell us your thoughts
. ] IPvE: I's Better And Easi y 3G Americas Publishes White Paper on Convergence and Its Cross-Industr on IPv6 > POLL

er, Most
(Aug 03, 2005)  Impact

Posted by: Jrdh an Wednesday, Jiy 27, 2005 - 05:41 PM e
Inia Moves IPSec WPN Device Testing C: e -- encompassing the ¢ e between media, datacom and I;‘:sl.rr‘g kr‘a;n 25
to the e A& telecommunication industries -- is the topic of the latest report from 3G Americas, a wireless EEiOESs
(Aug 02, 2005) 3 industry group supporting GSM and its ewvolution to 3G and beyond. l Select an IPv6 TF & ]
D o e \?EJ %) The white paper examines the comp of ¢ e, provides an overview of the Questions? > FAQS
; (A’u. 02 2'065]' enabling technologies for full convergence such as HTTRJSIP, IPvE, YoIP, IMS, UMA and a
Ll host of radio access technologies and addresses how together they will Facilitate Fired-Mobile Jump to PROJECTS
herabilty posted to Intemet Convergence (FMC). Next EVENTS
(Aug 02, 2005) (191 Reads) Read more ... comments? B o=k
5 105 vulnerabili at . - who's online?
Black Hat mesting ~ Korea Moves into ‘Ubiquitous’ Mode S b
(Jul 31, 2005) | Posted by: Jed on Thursday, My 21, 2005 - 03:19 AM T4 ;‘:;‘:t:“

While the Thai govemment continues to push the country towards an information-based

105 IPvE Packet Handling . aconomy and society, over in South Korea they're already looking at the next stage, plotting
Julnerability plans For so-called ubiquitous communications, or "u-Korea," where people can communicate LOGIN
(Jul 29, 2005) and access information anywhere and anytime, Passward
risk 2y outweigh be 1Pv6 TASK FORCE  Speaking at the recent SEK 2005, a major IT exhibition and seminar in Korea, the Minister of login
(Jul 29, 2005) Information and Communications, Dr Daeje Chin, said the country would reach its u-Korea Not member Vet?_
target as eaty as 2010, Get "extras", Register

Done
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IPv6 Applications (9)

 BitTorrent

 |Pv6 Clients: Azureus, BitTornado, uTorrent, etc.
 Trackers IPv6

— NIIF/HUNGARNET http://ipv6.niif.hu/index.php?
mn=3&sm=6&Ilg=en

— SiIxXS http://www.sixxs.net/tools/tracker/
— The Pirate Bay http://thepiratebay.org/

3.612.575 usuario registrados. Ultimo subido 10:24:04.

IPv4 17.480.629 peers (8.996.8326 seeders + 8.4832.793 leechers) en 1.677.248 torrents en el tracker.

IPv6 8.4234 peers (3.783 seeders + 4.651 |leechers) en 32.270 torrents en el tracker.
3| pTorrent 1.8.2 E@g
Archivo Opciones Ayuda
@@ 7 (X|> il | ¥ |H E
Nombre % Tamaiio Finaliz.. Estado Semill... Clientes Vel. Baj... Vel Su...
(+]000_3.0.0_Win32Intel_install_wJRE_en-US.exe 1 142MB Descargando 2(2) 0(0) 413kB/s

< | 1

| (@ General | 5 Trackers| £8 Pares [(E Piezas l [Z] Archivos l % Velocidad l L $. Registro]

P Cliente Band... %  Vel.Bajada  Vel. Subida Reqs Subido Descargado Desc. Par
2001:638:904:1:219:99ff:fe01:5959 Bitflu 9411 D 100.0 336 kB/s 110 6.93 MB
2001:41e0:ff16:0:224:81ff:fe36:25fc Azureus 4.2.0.2 D 100.0 7.7 kB/s 410 145MB

o
-126
DHT: 209 nodos /% D:45.6 kB/s T: 9.6 MB S:51kB/sT:1.4 MB




IPv6 Applications (10)

IPv6 to Standard

— List of devices, applications and services supporting
IPv6

— http://www.ipv6-to-standard.org

[ @ IPv6 to Standard - Moxzilla Firefox |5 S
Archivo Editar Ver Historial Marcadores Herramientas Ayuda Related Links
f’ ¢ o i_ % | L] | http://www.ipvb-to-standard.org/ 7¢ ~ [ |[C+| Googte pel
-
IPv6 to Standard S

The IETF IPv6 and IPv6 Maintenance working groups have started the process to advance the core IPv6 specifications to the last step in
the IETF standardization process (e.g., Standard). IETF protocols are elevated to the Internet Standard level when significant
implementation and successful operational experience has been obtained. Vendors with IPv6 products are encouraged to participate in
this process by identifying their IPv6-enabled products by means of this web page.

Check IPv6 RFCs Status here.

Type: Al -
Subtype: All v
Product or Application or Service: All -
Vendor or Author / Name: All -
Free search:

If you can't find your Product, Service or Application in this page, please, submit it.

Total (1907)
Applications(702)
End User Applications(260)

Audio and Video Client Apple / iTunes Edit|View
Audio and Video Client Apple / QuickTime Edit|View
Audio and Video Client Microsoft / Windows Media Player Edit|View
Audio and Video Client MPlayer Team and Kame / MPlayer Edit|View
Audio and Video Client Wide / DVTS Edit|View| _

Terminado Pt | SE@
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IPv6 Applications (11)

FreeBSD

You can use FreeBSD ports:

#>cd /usr/ports
#>make search key="ipv6”

A list of available IPv6 applications with IPv6 support will
appear. Among the information of each application you can
find the path, which is the folder where we will go and from
where we can install the application:

#>cd path

#>make install
This starts a search over different source code servers,
from where the application will be downloaded, compiled
and installed

You can also download just the source code, that will be
icn {usr/ports/distfiles, using instead of make install, make
etch
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E1: IPv6 Applications (1)

« Windows

C:\>nslookup

>set type=a
>Www.ipv6tf.org

Name: www.ipv6tf.org
Address: 213.172.48.141
>set type=aaaa
>Www.ipv6tf.org

www.ipv6tf.org AAAA IPv6 address =
2a01:48:1:0:2e0:811f:fe05:4658
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E1: IPv6 Applications (2)

* Linux:
# dig a www.ipv6tf.org
;; QUESTION SECTION:
;Www.ipv6tf.org. IN A
;; ANSWER SECTION:

www.ipv6etf.org. 172800 IN A 213.172.48.141

* # dig aaaa www.ipv6tf.org
;; QUESTION SECTION:

;WWW.ipv6tf.org. IN  AAAA
* ANSWER SECTION:

www.ipv6otf.org. 172800 IN AAAA 2001:7f9:1000:1::103
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E1: IPv6 Applications (3)

 Linux:
#dig aaaa www.kame.net @2001:7f9:1000:1::103
- QUESTION SECTION:
‘www.kame.net. IN AAAA
- ANSWER SECTION:

www.kame.net. 86400 IN AAAA
2001:200:0:8002:203:4 7ff:fea5:3085

;; Query time: 400 msec

- SERVER:
2001:800:40:2a03::3#53(2001:800:40:2a03::3)

= WHEN: Fri Jun 24 13:49:41 2005
- MSG SIZE rcvd: 107
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E2: IPv6 Applications

« To install (in case those are not already
installed):

- SSH Client with IPv6 support (Putty)

- FTP Client (Command line on BSD, Linux,
Windows)

- Web Browser (Firefox, IE)
- Ethereal

- VLC

- VNC
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E3: IPv6 Applications

» To use the different services while
Wireshark (or tcpdump) is used, in order to
capture packets

* To use the SSH client to access by v4 or v6
choosing by means of DNS resolution

* To use the SSH client to access by v4 or v6
choosing by means of an application
parameter (linux: #ssh -6|-4)(XP: ping -6|-4)
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E4: IPv6 Applications (1)

VLC with Unicast

£ Stream output

EEX
Stream output MRL

Destination T arget: l:sout=ttduplicale{dst=sld{access=udp.mux=ts,url=lF‘vE_unicast_client_address:123 v‘

Output methods
[C] Play locally

CIFie

CIHTTP [ | \ |

[IMMSH I | l |

[V]lupP Address i|PvS_unicast_clienl_address ‘ Port |1234 “‘

Encapsulation Method

® MPEG TS MPEG PS MPEG 1 Oag ASF MP4 0 A Ra
Transcoding options
[[]Video codec 4 Bitrate (kb/s) Scale
[ Audio codec Bitrate (kb/s) Channels B
[[] Subtitles codec [] Subtitles overlay
Miscellaneous options
Group hame “ ‘

[(]54P announce [ SLP announce
Channel name l l

[[] 5elect all elementary streams

[ OK ] [ Cancel ]

£ Open...

S[(=1[E
Media Resource Locator (MAL)

Open: ’udp:.»’/@[::] v ‘

Alternatively, you can build an MAL using one of the following predefined targets:

File | Disc | Network | DirectShow

® UDP/RTP Port - Force IPv6
© UDP/RTP Multicast ss | ] [

O HTTPHTTPS/FTR/MMS | |
ORTsP | |

[[] Allow timeshifting

Stream output

[ oK ] [ Cancel ]

Server

Client
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E4: IPv6 Applications (2)

VLC with Multicast

& Stream output

Stream output MAL

S=1Ed

Destination T arget: l :sout=Hduplicate{dst=std{access=udp, mux=ts url=[ff15::2005]:1234}}

Output methods
] Play locally

[ File

Dump raw input

CIHTTP [ ] |

[ MMSH [ | [

[ uDFP Address | 1115:2005 | Pon 1234

Encapsulation Method
@ MPEG TS MPEG PS MPEG 1 Ogg ASF MP4 MO

Transcoding options

[[]Video codec Bitrate (kb/s) Scale
[] Audio codec Bitrate (kb/s) B2 Channels B
[[] Subtitles codec [[] Subtitles overlay
Miscellaneous options
Group name ‘ ‘
[J54P announce  [] SLP announce

Channel name [

[[] 5elect all elementary streams

[ OK ] [ Cancel ]

£ Open...
Media Resource Locator (MAL)

CEX

Open: ’udp:.»’/@[fﬂ 5::2005]

Alternatively, you can build an MAL using one of the following predefined targets:

File | Disc | Network | DirectShow

O UDP/RTP
(® UDP/RTP Multicast
O HTTPHTTPS/FTP/MMS

QORTSP

[[] Allow timeshifting

1234 =

Address [ff15::2005 ] Port

| |
| |

Stream output

Settings...

[ 0K ] [ Cancel ]

[[] Caching

EC T

Server

V7,
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E5: IPv6 Applications (1)

WinVNC: Current User Properties Q|§{@ — '
. . WinVNC: Current User Advanced Properties E]] O \E]
Incoming Connections 0K | —
IV Accept Socket Connections Query Settings 0K
Display Number : | vV Auto ﬂl I” Query console on incoming connections
Anpl . ,— Cancel |
Feasril |m* 2ppy | Query Timeout: seconds
r Apply |
=
|” Disable Remote Keyboard & Pointer r

I” Disable Local Keyboard & Pointer

Connection Priority
[V Enable built-in HTTP daemon

Update Handiing T * Disconnect existing connections
[~ Poll Full Screen [ sl sl ) ) [v illow loopback connections
Windows Only " Automatic shared sessions
: . [~ Allow ONLY loopback
IV Poll Foreground Window [ Ezucgi:eEdvgrr:v " Refuse concurrent connections ow oopbac

, ™ Log info to Winvnc.log
I™ Poll'Window Under Cursor

[v Disable empty passwords [

VNC Server Properties

— It is needed to configure the “Display Number” so as to
receive the connections

» Default value is O
— It is needed to define a password
VNC Server Properties = => Advanced
— Also enable “allow loopback connections”
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E5: IPv6 Applications (2)

Connection details @

: : 3 LN . ¥ 3 2,
Usege: host/display Cancel |

e.0. shoopy/2

[Display defaults to 0 if not given) Options... |

 VNC client
— VNC server is specified trough
—An IPv6 address
—Or a DNS name
— Then, the “Display” is added after the VNC server

— It is specified by a number separate from VNC
server witha */’
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Thanks !

Contact:

— Jordi Palet Martinez (Consulintel): jordi.palet@consulintel.es

The IPv6 Portal:
e http://www.ipv6tf.org
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