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Why a New IP?

Only compelling reason: more addresses!

— for billions of new devices,
e.g., cell phones, PDAs, appliances, cars, etc.

— for billions of new users,
e.g., in China, India, etc.

— for “always-on” access technologies,
e.g., XDSL, cable, ethernet-to-the-nome, etc.
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¢ Are there no more IPv4
addresses?

Availability of IPv4 addresses:
— 10% beginning 2010
— 6% mid 2010
— 5% two months later
— 2% before end of 2010
— 0% 3™ February 2011

Today almost no public IPv4 addresses are used for new
hosts

— Mechanisms like NAT, PPP, etc. are used for address
sharing

But new type of apps and new access mechanisms
require unique addresses
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IPv4 Address Exhaustion (1)

Extended Opinion: few years left of public IPv4 addresses
-> Debate: until when?

Three strategies to follow:
— Increase NAT use -> introduce technical problems and costs
— Try to get available or freed IPv4 addresses
— Implement IPv6 -> valid in the long term

There are a lot of recommendations of Internet
Stakeholders recommending IPv6 implementation
because of IPv4 addresses exhaustion:

The IPv6 Portal: Policy Recommendations: http://
www.ipv6otf.org/index.php?page=meet/

policy recommendations
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IPv4 Address Exhaustion (2)
» RIRs:
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IPv4 Address Exhaustion (3)
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. When will the “real”
exhaustion happen?

« ilt' s happening!
— 14th April 2011 in Asia Pacific (APNIC)
— In few weeks in Europe (RIPE NCC)

— Approximately 6 months later in North America
(ARIN)

— In 18-24 months in Latin America & Caribbean
Region (LACNIC)

— In 24-30 months in Africa (AfriNIC)
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Why Are NAT’s Not Adequate?

* Translation could get complex (need for ALGS)

* Not scalable

* Could introduce problems when unifying networks
« Breaks end-to-end Internet’ s paradigm

« Doesn’ t work with big number of “servers”, P2P

* |nhibit development of new services and
applications (geo-location)

* Problems with |IPsec
» |ncrease application development costs

* Internet security, performance and manageability

get compromised " .
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. What happens if you DON'T
deploy IPv6?

« Others are already deploying it
— THERE IS NO CHANCE

* Those services not visible using IPv6 (any web
page, e-bank, e-government, etc.), becomes
blurred ... is no more visible for an increasing
part of the world

— It' s a matter of months, 1-2 year at most, that this has
a big impact to any business

* Also we will not access IPv6-only services if we
have |IPv4-only

V -9
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Motivation (1)

* There are many reasons to implement IPv6 in your
network:
— Stay in Internet (“killer application™)
— EC Calls

— Government actions:
« Japan, China, US, Germany, Spain, Colombia, Ecuador, ...

— RIRs recommendations

— |IPv4 Exhaustion: IANA has no more IPv4 addresses.
RIPE NCC is almost over.

— Technologies conceived with IPv6: 3G standards
recommend using IPv6. MIPv6 opens several opportunities
for new services. Wireless sensors networks (6Lowpan)

-10
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Motivation (2)

* There are many reasons to implement IPv6 in your
network (cont.):

— Be ready for future: No doubt, whatever comes will be
based in IPv6, you should be ready for that

— Being at the technological forefront of the region:
This is a unique opportunity to step up in ICT
technologies and improve your image in your region

— New opportunities: IPv6 is an enabler of new services,
and as a consequence of new business cases

”JTI—E IPv6 PORTAL
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s Panic?

« Public and Private Sectors
— Impact in the service
— Impact in the image
— Impact in advertising
— Revenue loss

|t is much better to anticipate and take the control
— Unwished/uncontrolled traffic
— Security issues

* ;When doing it?
— We should have started 4-5 years ago
— So NOW, don'’t wait anymore, is already late

ZJTHE IRV6 PORTAL
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Overall Steps

Creation of new IPv6 addressing plan

Obtain IPv6 addresses from RIPE NCC

Audit your network

Plan upgrades and/or acquisitions

Every network is unique, however common affected
elements are:

— Links/upstreams

— Routers

— Firewalls

— DNS

— Address management

Other hardware:

— Load-balancers, VolP, BRAS, CPEs ...
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sHow much it cost?

;. How old is the equipment?

., There are proprietary apps?

¢ Proprietary hardware?

¢ Is the staff trained?

¢ Do they know the hundreds of IPv6 RFCs?

¢ There are available in-house human resources to
advance this project?

NOT DEPLOYING IPv6 IN GENERAL WILL
BECOME MORE EXPENSVE THAN DOING IT

The major cost usually is the staff training to be ready
on-time, lack of expertise/experience, lack of
planning.

”- -14
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8 of June 2011

During the "World IPv6 Day”, content providers such
as Google, Facebook, Yahoo, Akamai, etc., (> 80% of
network traffic), enabled IPvG.

Estimated user problems around 0,05%.
Big impact in ISPs and content providers.
One week similar trial in LAC 6-12t February 2012

Try your connection:
— http://test-ipv6.com

-15
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Results

 Traffic doubled.
» User problems dropped to 0,02%.

» 70% of participants stayed with IPv6 enabled.

ZJTHE IRV6 PORTAL
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6 of June 2012

o http://www.worldipv6launch.org/
* Global IPv6 enabling, no longer a trial

« 1.500 participants from the first test + 3.000
new ones
— >90% of Internet traffic
— Most of the big content providers and CDNs

« Some troubles already detected

— ISPs notice traffic increase
 Comcast 375% with only 1.5% of IPv6-enabled customers

ZTI—E IPv6 PORTAL
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Traffic seen by Google
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Country adoption seen by
Google

Per-Country IPv6 adoption

World | Africa | Asia | Europe | Oceania | North America | Central America | South America
The chart above shows the availability of IPv6 connectivity around the world.

- Regions where IPv6 is more widely deployed (the darker the green, the greater the deployment) and users experience
infrequent issues connecting to IPv6-enabled websites.

- Regions where IPv6 is more widely deployed but users still experience significant reliability or latency issues connecting to
IPv6-enabled websites.

- Regions where IPv6 is not widely deployed and users experience significant reliability or latency issues connecting to
IPv6-enabled websites.

The IPv6 Company
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Active participants seen by ISOC
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Eric Vyncke

25,6% clients are IPv6-enabled and have *functional® connectivity

75.3%

IPv6 Connectivity on the 2012-07-12

Native: 26 I
Teredo: 116 I
6tod Hosts: 11 I
6tod Router: 1 [l
Freebox: O I
1satap: o

0.6%

"
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s What IPv6 brings?

» |PvG is different animal IPv4, can’t be deployed the
same way

— Port Scanning implications, remembering addresses,
addressing plans, etc.

« Facilitates INNOVATION, so new business models,
NEw services
— Employment generation
— New eGovernment services
— May bring down service costs

* For ISPs, facilitates service aggregation, new
revenues
— Multiplicative effect on the broadband & bandwidth demand

ZTHE IPv6 PORTAL
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Innovation & Business

Sensor/actuator networks

Utilities management

Energy savings

Home/office automation (domotics)

Intelligent Transport Systems (ITS)

Monitoring and Remote control

Surveillance

Machine to Machine communications
Cloud-Computing & GRID

Smart appliances

Emergency alerting

eSafety

Dynamic & personalized information/advertising services
Next Generation on-line gaming and “virtualization”
Internet of the Things (loT)

ZJTHE IRV6 PORTAL

-23



6LOWPAN

The IPv6 Company
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Success Stories: SCOOP NTT

Detects P-wave and send an S-wave alert.
Uses IPv6 multicast. Small delays.
IPv4 won’ t work with this “Push” model because of NAT.

5%/month per home and 300$/month per building.

1IN 1«

NTT Com. IPv6 over IPv4 tunnel

| Retransmission
B > ”-r Se_rver_S N
observatory = ;\ multicast

k - _;;ff\.-'

OCN IPV6 Network

Japan Meteorological Agency
Copyright(C)) NIITTr Information, Sharing, Platform, Laboratories:



Success Stories: Kururimo NTT

“Kururimo” is an appliance that supports IPv4 and IPv6.

« Could be accessed using cellular (paid) or from NTT s IPv6
network (free).

2JL')E (Kururimo) feoes
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Success Stories: Support

» |Pv6 autoconfiguration is used

« To solve host/router, that connects using |IPv4 over PPPoE,
configuration problems

 PC is managed (XP/Vista) using remote desktop

Anternet

Remote Desktop
Assistance

(@) . 27
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But Isn’ t There Still Lots of
IPv4 Address Space Left?

« ~ Half the IPv4 space is unallocated

— if size of Internet is doubling each year,
does this mean only one year’ s worth?!

 No, because today we deny unique IPv4 addresses to
most new hosts

— we make them use methods like NAT, PPP, etc. to
share addresses

* But new types of applications and new types of
access need unique addresses!

“JTIE IPV6 PORTAL
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Why Are NAT s Not
Adequate?

« They won’ t work for large numbers of
“servers”, i.e., devices that are “called” by
others (e.g., IP phones)

* They inhibit deployment of new applications
and services

* They compromise the performance, robustness,
security, and manageability of the Internet

V .29
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Incidental Benefits of
Bigger Addresses

Easy address auto-configuration
Easier address management/delegation

Room for more levels of hierarchy,
for route aggregation

Ability to do end-to-end IPsec
(because NATs not needed)
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Incidental Benefits of
New Deployment

* Chance to eliminate some complexity,
e.g., in IP header

» Chance to upgrade functionality,
e.g., multicast, QoS, mobility

* Chance to include new enabling
features, e.g., binding updates
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Summary of Main IPv6 Benefits

Expanded addressing capabilities

Server-less autoconfiguration (“plug-n-play™)
and reconfiguration

More efficient and robust mobility mechanisms

Built-in, strong IP-layer encryption and
authentication

Streamlined header format and flow
Identification

Improved support for options / extensions

V .32
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Why Was 128 Bits Chosen
as the IPv6 Address Size?

« Some wanted fixed-length, 64-bit addresses

— easily good for 10'2 sites, 10" nodes, at .0001 allocation efficiency
(3 orders of mag. more than IPng requirement)

— minimizes growth of per-packet header overhead
— efficient for software processing

« Some wanted variable-length, up to 160 bits
— compatible with OSI NSAP addressing plans

— big enough for autoconfiguration using IEEE 802 addresses
— could start with addresses shorter than 64 bits & grow later

» Settled on fixed-length, 128-bit addresses
— (340,282,366,920,938,463,463,374,607,431,768,211,456 in all!)

-33
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What Ever Happened to IPv5?
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IPv6 Tutorial

Header Formats
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RFC2460

* Internet Protocol, Version 6: Specification

* Changes from IPv4 to IPv6:
— Expanded Addressing Capabilities
— Header Format Simplification
— Improved Support for Extensions and Options
— Flow Labeling Capability
— Authentication and Privacy Capabilities

ZJTHE IRV6 PORTAL
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IPv4 Header Format

« 20 Bytes + Options

bits: 4 8 16 20 32
Total Length

Version

Protocol
32 bits Source Address

32 bits Destination Address \
Modified Field

Time To Live

The IPv6 Company

-37
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IPv6 Header Format

 From 12 to 8 Fields (40 bytes)

— Avoid checksum redundancy

— Fragmentation end to end




Summary of Header Changes

40 bytes

Address increased from 32 to 128 bits

Fragmentation and options fields removed from base header
Header checksum removed

Header length is only payload (because fixed length header)
New Flow Label field

TOS -> Traffic Class

Protocol -> Next Header (extension headers)

Time To Live -> Hop Limit

Alignment changed to 64 bits

-39
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Extension Headers

« “Next Header” Field

IPv6 Header
Next Header = TCP Header DATA
TCP

IPv6 Header Routing Header

Next Header = Next Header = TCP Header DATA
Routing TCP

IPv6 Header Security Header Fragmentation

Next Header = Next Header = Header TCP Header DATA
Security Fragmentation Next Header =TCP

T

T

T

IR0 PORTAL
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Extension Headers Goodies

* Processed Only by Destination Node

Exception: Hop-by-Hop Options Header

« No more “40 byte limit” on options (IPv4)

« Extension Headers defined currently (to be used in the following order):

Hop-by-Hop Options (0)

Destination Options (60) / Routing (43)

Fragment (44)

Authentication (RFC4302, next header = 51)

Encapsulating Security Payload (RFC4303, next header = 50)
Destination Options (60)

Mobility Header (135)

No next header (59)
« TCP (), UDP (17), ICMPV6 (58)

- 41

ZJTHE IRV6 PORTAL




Control Plane IPv4 vs. IPv6

ICMPV6

Multicast Broadcast Multicast

: The IPv6 Company
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IPv6 Tutorial

Addressing and Routing




Text Representation of
Addresses

“Preferred” form:
Compressed form:

becomes
|IPv4-compatible:

IPv4-mapped:

URL:

2001:DB8:FF:0:8:7:200C:417A
FF01:0:0:0:0:0:0:43

FFO01::43

:13.1.68.3 (deprecated)
FFFF:13.1.68.3

http:/[FF01::43]:80/index.html
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Address Types

Unicast (one-to-one)
— global
— link-local
— site-local (deprecated)
— Unique Local (ULA)
— |IPv4-compatible (deprecated)
— |Pv6-mapped
Multicast (one-to-many)
Anycast (one-to-nearest)
Reserved

ZJTHE IRV6 PORTAL
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Address Type Prefixes

Address Type Binary Prefix IPv6 Notation
Unspecified 00...0 (128 bits) ::/128
Loopback 00...1 (128 bits) ::1/128
Multicast 1111 1111 FFO0O0::/8
Link-Local Unicast 1111 1110 10 FE80::/10
ULA 1111 110 FCO00::/7

Global Unicast

(everything else)

|IPv4-mapped 00...0:1111 1111:1Pv4 :FFFF:IPv4/128
Site-Local Unicast 1111 1110 11 FEFO::/10
(deprecated)

IPv4-compatible 00...0 (96 bits) ::/96

(deprecated)

7JTHZ [Pv6 PORTAL

 Anycast addresses allocated from unicast prefixes

.....
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Global Unicast Prefixes

Address Type Binary Prefix

|IPv4-compatible 0000...0 (96 zero bits) (deprecated)
IPv4-mapped 00...0FFFF (80 zero+ 16 one bits)
Global unicast 001

ULA 1111 110x (1= Locally assigned)

(0=Centrally assigned)

« 2000::/3 prefix is being allocated for Global Unicast,
all other prefixes reserved (approx. 7/8ths of total)

-47
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Aggregatable Global Unicast
Addresses (RFC2374)
(Deprecated)

001] TLA NLA* SLA* Interface ID
9 Public o Site A Interface
Topology Topology Identifier
(45 bits) (16 bits) (64 bits)
 TLA = Top-Level Aggregator
NLA* = Next-Level Aggregator(s)
SLA* = Site-Level Aggregator(s)

 TLAs may be assigned to ISPs and IX

V -48
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Global Unicast Addresses
(RFC3587)

001| Glob. Rout. prefix: subnet ID Interface ID
‘ Global Routing ‘Sub-network Interface ID
Prefix ID (64 bits)
(45 bits) (16 bits)

» The global routing prefix is a value assigned to a zone (site, a set
of subnetworks/links)

— It has been designed as an hierarchical structure from the Global
Routing perspective

 The subnetwork ID, identifies a subnetwork within a site

— Has been designed to be an hierarchical structure from the site
administrator perspective

* The Interface ID is build following the EUI-64 format

-49
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Global Unicast Addresses In
Production Networks

001| Glob. Rout. prefix: subnet ID Interface ID
‘ Global Routing ‘Sub-network Interface ID
Prefix ID (64 bits)
(45 bits) (16 bits)

* LIRs receive by default /32
— Production addresses today are from prefixes 2001, 2003, 2400,
2800, etc.

— Can request for more if justified
* /48 used only within the LIR network, with some exceptions for
critical infrastructures
» /48 to /128 is delegated to end users

— Recommendations following RFC3177 and current policies
* /48 general case, /47 if justified for bigger networks

« /64 if only and only one network is required
/128 if it is sure that only and only one device is going to be connected
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Global Unicast Addresses
for the 6Bone uniil 06/06/06 !

001] TLA pTLA NLA* SLA* interface ID

13 12 20 16 64 bits

6Bone: experimental IPv6 network used for testing
only

TLA 1FFE (hex) assigned to the 6Bone

— thus, 6Bone addresses start with 3FFE:
— (binary 001 + 11111 1111 1110)

Next 12 bits hold a “pseudo-TLA” (pTLA)
— thus, each 6Bone pseudo-ISP gets a /28 prefix

Not to be used for production IPv6 service

- 51
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Link-Local & Site-Local
Unicast Addresses

Link-local addresses for use during auto-
configuration and when no routers are present:

1111111010

0

interface ID

Site-local addresses for independence from
changes of TLA / NLA* (deprecated !):

1111111011

interface ID
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Unique Local IPv6 Unicast Addresses

IPv6 ULA (RFC4193)

« Globally unique prefix with high probability of uniqueness

* Intended for local communications, usually inside a site

* They are not expected to be routable on the Global Internet

. T_?ey are routable inside of a more limited area such as a
site

 They may also be routed between a limited set of sites

» Locally-Assigned Local addresses
— vs Centrally-Assigned Local addresses

7Y .53
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IPve ULA Characteristics

Well-known prefix to allow for easy filtering at site
boundaries

ISP independent and can be used for
communications inside of a site without having any
permanent or intermittent Internet connectivity

If accidentally leaked outside of a site via routing or
DNS, there is no conflict with any other addresses

In practice, applications may treat these addresses
like global scoped addresses

”- -54
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IPv6 ULA Format

e Format:
Prefix L global ID subnet ID interface ID
" 7bits 1 40bits 16 bits 64 bits

 FCO00::/7 Prefix identifies the Local IPv6 unicast addresses
L =1if the prefix is locally assigned
e | =0 may be defined in the future

« ULA are created using a pseudo-randomly allocated global
ID

— This ensures that there is not any relationship between allocations
and clarifies that these prefixes are not intended to be routed
globally

- 55
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Centrally Assigned Unique Local
IPv6 Unicast Addresses (1)

Centrally-Assigned Local addresses
— vs Locally-Assigned Local addresses

Latest Dratt:

— draft-ietf-ipv6-ula-central-01.txt
— February 2005

— No longer active

— |t defines the characteristics and requirements for
Centrally assigned Local IPv6 addresses in the
framework defined in IPv6 ULA — RFC4193

“JTIE IPV6 PORTAL

' .56



Centrally Assigned Unique Local
IPv6 Unicast Addresses (2)

« The major difference between both assignments:

— the Centrally-Assigned is uniquely assigned and the
assignments can be escrowed to resolve any disputes
regarding duplicate assignments

|t is recommended that sites planning to use Local
IPv6 addresses use a centrally assigned prefix as
there is no possibility of assignment conflicts. Sites
are free to choose either approach

* [he allocation procedure for creating global-IDs for
centrally assigned local IPv6 addresses is setting
L=0. Remember that the allocation procedure for
locally assigned local IPv6 addresses is thru L=1,
as Is defined in RFC4193

V - 57
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Interface IDs

The lowest-order 64-bit field of unicast
addresses may be assigned in several

different ways:

— auto-configured from a 48-bit MAC address (e.g.,
Ethernet address), expanded into a 64-bit EUI-64

— assigned via DHCP
— manually configured

— auto-generated pseudo-random number
(to counter some privacy concerns)

— possibly other methods in the future

global ID subnet ID Interface ID

»—

48 bits 16 bits 64 bits

- 58
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IPv6 in Ethernet

48 bits 48 bits 16 bits
Ethernet Destination Address Ethernet Source Address 1000011011011101 IPv6 Header and Data
(86DD)

[P/6 PORTAL
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EUI-64

MAC Address

EUI-64 Address

Interface Identifier

34 56 78 9A BC DE
/// /// \\\ \\
// // \\ \\
/ /7 \
34 56 78 9A BC DE
A A
”. The IPv6 Company - 60
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Some Special-Purpose Unicast
Addresses

* The unspecified address, used as a
placeholder when no address is available:

0:0:0:0:0:0:0:0

* The loopback address, for sending packets to
self:

0:0:0:0:0:0:0:1

. .. The IPv6 Company
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Multicast Addresses

11111111 | flags| scope group ID

8 4 4 112 bits

« Low-order flag indicates permanent/transient
group; three other flags reserved

* Scope field: 1 -node local
2 - link-local
S - site-local
8 - organization-local
B - community-local
E - global

(all other values reserved)

-62
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Routing

« Uses same “longest-prefix match” routing as
IPv4 CIDR

 Straightforward changes to existing IPv4 routing
protocols to handle bigger addresses
—unicast: OSPF, RIP-II, I1S-IS, BGP4+, ...
—multicast: MOSPF, PIM, ...
e Can use Routing header with anycast addresses
to route packets through particular regions
—e.g., for provider selection, policy, performance, etc.

V - 63
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IPv6 Tutorial

Mobility
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IPv6 Mobility

« A mobile host has one or more home address(es)
— relatively stable; associated with host name in DNS

 When it discovers it is in a foreign subnet (i.e., not its
home subnet), it acquires a foreign address
— uses auto-configuration to get the address
— registers the foreign address with a home agent,
l.e, a router on its home subnet
« Packets sent to the mobile’ s home address(es) are
intercepted by home agent and forwarded to the
foreign address, using encapsulation

ZJTHE IRV6 PORTAL
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Mobile IPv4

mobile host

corresponden foreign agent

host
/\

home agent

i home location of mobile host

.....

The IPv6 Company
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correspondent
host

Mobile IPv6

mobile host

home agent

i home location of mobile host

.....

The IPv6 Company
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IPv6 Tutorial

IPv4-IPv6 Coexistence &
Transition




Transition / Co-Existence
Techniques

A wide range of techniques have been identified and
implemented, basically falling into three categories:

(1) dual-stack techniques, to allow IPv4 and IPv6 to co-
exist in the same devices and networks

(2) tunneling techniques, to avoid order dependencies
when upgrading hosts, routers, or regions

(3) translation techniques, to allow IPv6-only devices to
communicate with IPv4-only devices

Expect all of these to be used, in combination

7JTIE IR/6 PORTAL
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Dual-Stack Approach

When adding IPv6 to a system, do not delete IPv4

— this multi-protocol approach is familiar and
well-understood (e.g., for AppleTalk, IPX, etc.)

— note: in most cases, IPv6 will be bundled with
new OS releases, not an extra-cost add-on

Applications (or libraries) choose IP version to use

— when initiating, based on DNS response:
« if (destination has AAAA record) use IPv6, else use IPv4

— when responding, based on version of initiating packet

This allows indefinite co-existence of IPv4 and IPv6, and
gradual app-by-app upgrades to IPv6 usage

A6 record as experimental

-70
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Tunnels to Get Through
IPv6-Ignorant Routers

« Encapsulate IPv6 packets inside IPv4 packets
(or MPLS frames)
* Many methods exist for establishing tunnels:
— manual configuration
— “tunnel brokers” (using web-based service to create a tunnel)
— “6-over-4” (intra-domain, using IPv4 multicast as virtual LAN)
— “6-to-4” (inter-domain, using IPv4 addr as IPv6 site prefix)
« Can view this as:

— IPv6 using IPv4 as a virtual link-layer, or

—an IPv6 VPN (virtual public network), over the IPv4 Internet
(becoming “less virtual” over time, we hope)

“JTIE IPV6 PORTAL
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Translation

* May prefer to use IPv6-IPv4 protocol translation for:
— new kinds of Internet devices (e.g., cell phones, cars, appliances)
— benefits of shedding IPv4 stack (e.g., serverless autoconfig)

* This is a simple extension to NAT techniques, to translate
header format as well as addresses

— IPv6 nodes behind a translator get full IPv6 functionality when
talking to other IPv6 nodes located anywhere

— they get the normal (i.e., degraded) NAT functionality when talking
to IPv4 devices

— methods used to improve NAT functionality (e.g, RSIP) can be
used equally to improve IPv6-1Pv4 functionality

-72

WJH{ IPv6 PORTAL




Thanks !

Contact:

— Jordi Palet Martinez (Consulintel): jordi.palet@consulintel.es

The IPv6 Portal:
* http://www.ipv6tf.org
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